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L INTRODUCTION

Since eatly 2003, the United States Senate Permanent Subcommittee on Investigations
(PSI or the Subcommittee) has conducted ‘an oversight investigation into U.S.” Government
programs designed to secure the global supply chain. This effort has been thoroughly bipartisan
and bicameral. The Subcommittee’s efforts have included: document requests and letters from
the- Subcommiittee,’ numerots meetings with officials from the U.S. Departments of Homeland
Security (DHS) and Energy (DOE), staff assessments of ten Container Security Initiative ports,®
staff examinations of eight U.S. ports of entry,’ a staff trip to the Nevada detection equipment
test site, and a staff inspection of the National Targeting Center (NTC), . Subcommittee staff has
also met with officials from:Customs and Border Protection (CBP), Immigration and Customs
Enforcement (ICE), the Domestic Nuclear Detection Office (DNDO), and the National Nuclear
Security. Administration (NNSA). This report details the findings from the Subcommittee’s
investigation, outlines - areas of concern, and makes recommendations for improving and
enhancing the security of the global supply chain.

) The support and leadership of Homeland Security and Governmental Affairs Committee
Chairman Susan Collins and Ranking Member Joseph: Lieberman has been crucial to PSI's
investigation. In addition, Congressman John Dingell, the Ranking Member of the U.S: House
of Representatives Energy and Commerce Committee, actively participated in this oversight
investigation.*

18 EXECUTIVE SUMMARY

This report provides an:unvarnished assessment of the state of global ‘supply chain
security. The Subcommittee staff’s findings are troubling. In short, America’s supply chain
security - remains vulnerable to the proverbial Trojan Horse — America’s enemies could
compromise the global supg)ly chain to smuggle a Weapon of Mass Destruction (WMD), or even
terrorists, into this country.

These frightening scenarios are not the work of Hollywood writers. Last year, on two
separate- occasions, dozens of Chinese immigrants were smuggled through the Port of Hong
Kong into. Los Angeles using maritime shipping containers. These incidents, coupled with
simnilar- episodes abroad, demonstrate the vulnerability of the. global supply chain. ~ The 9/11
Commission confirmed these vulnerabilities, stating: “opportunities to do harm are as great, or
greater; in maritime-or. surface transportation.”

Over the course -of its- three-year "investigation,  Subcommittee staff has identified
numerous weaknesses in America’s programs that secure the global supply chain. . A brief
overview of these problems illustrates the challenges confronting these efforts:

= - In the Container Secutity: Initiative (CSI), a critical program designed to inspect high-
risk shipping containers before they enter U.S. ports, the Subcommitiee found that
only a de minimus number of such high-risk containers are actually inspected. In fact,
the vast majority of high-risk containers are simply not inspected overseas. To make
matters worse, the U.S. Government has not established minimum standards for these
inspections.

! See¢ Appendix ‘A,

2 See Appendix C.

*See Appendix D.

* PST staff would also be remiss if they did not acknowledge the insights and efforts of U.S Senate Homeland: Security
and Governmental:Affairs Comniittee Staffers Kathleen Kraninger and Jason Yanussi, U.S: House of Reptesentatives Energy and
‘Commierce: Comniittee Staffer Chris Knauer, and U:S, Houseé of Represcmatwes Homeland- Security Staffers Al: Thompson and
Michael Geffroy.

* The term “WMD” reférs to 2 biological, chemical, radiological, or nuclear weapon utilized in such a manter to harm
or kill large numbers of people.

© Seé Final Report of the National Comamission on Terrorist Attacks Upon the United States, p. 391.
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= Under the Customs-Trade Partnership  Against Terrorism (C-TPAT), the U.S.
Government grants benefits to private-sector companies that make specific security
commitments.- The Subcommittee found, however, that an overwhelming proportion
of participating companies receive benefits prior to having their security profile
validated.- Only 27 percent of the participating companies have been subjected to a
validation. Therefore, 73 percent of companies have not been subjected to any
legitimate, on-site review to ensure that their security practices pass muster.”

» The targeting system employed by the U.S. Government to identify- high-risk
shipping containers entering U.S. gorts is largely dependent on “the least reliable™
form of data for targeting purposes.® Moreover, the Subcommittee has found that this
targeting system has never been tested or validated, and may not discern actual,
realistic risks.

= Less than 40 percent of cargo containers entering U.S. ports are screened for nuclear
or radiological materials. One part of the problem is that the deployment of radiation
detection equipment is woefully behind schedule. As of March 2006, the Department
of Homeland Security has deployed only 30.8 percent of the necessary radiation
monitors. °

Although these findings are alarming, there are some silver linings. For instance, the
creation of the Domestic Nuclear Detection Office (DNDO) has already addressed some of the
problems surrounding the deployment of radiation detectors, DNDO has created a centralized,
global architecture- for the deploymient of these radiation detectors, so that the process is no
longer diffused among several disconnected agencies. DNDO has begun. to-address the concerns
of numerous private-sector port operators, which had reservations about the safety and impact of
radiation monitors upon their operations. DNDO has also facilitated the installation of numerous
radiation detectors.

The good news. is not limited to DNDO. While the United States currently screens
approximately 5 percent of all maritime containers,'® there is a promising pilot project in the Poit
of Hong Kong that demonstrates the potential to screen 100-percent of all shipping containers.!
Each container in the Hong Kong port flows through an mtegrated system featuring an imaging
machine, a radiation scan, and a gystem to identify the container." % Coupling these technologies
together allows for the most complete scan of a container currently available. The Hong Kong
concept or similartechnology, which is described in detail in this report, holds great promise and
could-lead to a dramatic improvement in the efficacy of our supply chain security. These
improvements would help ensure that the threat of Trojan Horse infiltration by terrorists never
becomes a reality.

IIL: - THE CHALLENGE AND THREAT

Maritime trade is one of the foundations of our global economy.- Seaports are critical
gateways for interniational trade, and shipping containers play a vital role in the movement of
cargo between global trading partners. Approximately 90 percent of the world’s trade is shipped
incontainers. Effectively securing cargo and ensuring the v1ab1hty of the global supply chain is
critical o homeland security and the global economy.

i 'The standa:dlzatlon of containers changed a rather laborious shipping process ‘into’an
efficient global system. Today, containers serve as portable warehouses for almost every type of
cargo andcontainers are configured with refrigeration technology for frozen: goods or hanger
systems for garments.” . Maritime commerce, and container shipping in particular,-provides. a

7. Subconinittee Staff meeting with CBP on March 20, 2006.

8-See “GAD Report -04-352N1, “Hoineland - Security Challenges Remain. in the: Targeting of Oceangoing . Cargo
‘Comamers for Inspection;” February 2004, p. 26 .

. %'Thig data was supplied to the Subéommittee by CBE in March 2006,
1This number refers to cither a non-intrusive exam or a physical inspection.
 This number refers to 2 non-intrusive and radiation cxam.

12 See further discussion of this concept in Section G. It is important to note that Sul ittee staff is not end
this product, rather the concept that has been demonstrated in Hong Kong,

_a-
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highly attractive means of delivering commerce across the world. Unfortunately, the
characteristics that make containers attractive for delivering goods also make them atéractive for
delivery of weapons, including nuclear and radiological devices. '

The abundant cargo space of the international standard 8-foot by 8-foot container; which
ranges in length from 20 to 48 feet, affords a perfect vehicle to convey weapons. . Such
containers may house large devices, so that the container itself may be part of the weapon, as
well as small, concealed devices, intended for receipt and use by an agent in the destination
country. Thus, nuclear, radiological, and large conventional weaponry could be shipped, as well
as chemical, biological, or small conventional devices. For example, unaccounted-for,‘ anti-
aircraft Stinger missiles remaining from the Afghan-Soviet war could be smuggled into the
United States via a maritime contairer,

Figure - 1..'As" the world's busiest port; Hong Kong
Hlustrates the challenges of securing the global supply
chain,

Containers may -also serve as ideal platforms to transport potential terrorists into the
United States. Less than a month:after the September 11th attacks, an incident in Gioia Tauro,
Italy highlighted the vulnerabilities in the global supply chain. In October 2001, port authority
officials heatd strange noises from a 40-foot shipping container. Inside the container, officials
found a well-dressed, Egyptian-born Canadian by the name of Amir Farid Rizk, The container
had been outfitted with a bed and a makeshift toilet. Mr. Rizk was alone in the' container, but
was equipped with a satellite phone, a laptop, false credit cards and security passes for airports in
Egypt, Thailand, and Canada.- Mr. Rizk was charged with terrorism but later released when his
“lawyers argued-that he was-fleeing religious and legal persecution in Egypt.”® The discovery of
M. Rizk underscored the vulnerabilities of the global supply chain.

. Two incidents-at the' Port of Los. Angeles/Long Beach (LA/LB)-last year demonstrated
that terrorists could be smuggled into the U.S. in-a container. On January 15, 2005, 32 Chinese
immigranits ‘were atrested as they emerged from-a container on boatd a ship.at the Port of Los
Angeles: . The immigrants had been apparently placed inside the container at Shekou, China, and
were:then shipped-through the Container- Security Initiative (CSI) Port of Hong Kong. The
container ‘Was: shipped aboard a carrier. owned and operated by a Customs-Trade Partnership
Against Terrorism (C-TPAT) ceitified member. - Fourteen days later, the -immigrants were
“unloaded from that container at the Port.of Los Angeles.* A similar, almost identical; incident
took: place on“April-2, 2005, in which 29 Chinese immigrants were found emerging from a
maritime container that had just arrived’in Los Angeles. Once again, the Chinese inimigrarts
had'been loaded into a-containet in Shekou and the-ship had moved through the CST Port of
Hong Kong and proceeded on to Los Angeles. '

¥ The Institute £oF Counter-Téirorism, “Suicide bombing at Ashidod Port,” March 14, 2004,
http:/iwww.ict.org.il/spotlight/det.cfn?id=972; accessed March 14, 2006.
** Etic Slater, “Human Smuggling Operation Probed,” Loy Angeles Times, January 17, 2005.

' Greg Krikorian, “Chinese Smuggled into Port Artested,” Los Angeles Times, April 5, 2005,
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The disturbing lessons of these incidents are clear: the same maneuver could be used to
smuggle members of terrorist organizations or a WMD into the United States. According to
Director of National Intelligence John Negroponte,
“Attacking the U.S. Homeland, US interests overseas,

N . N SEICIDE BOMBERS HIDDEN N CONTAINER
and US allies — in that order — are al-Qa’ida’s top .

operational priorities A]though an attack using An incident at the P(.)”, of Ashdod 3{) fsrael
conventional explosives continues to be the most demonstrated the ”:;“\’" P Uy ot
probable scenario, al-Qa’ida remains interested in ) suickle bombers hid in @ ship
acqujring chemical, biological, radiological, and 0 v that had been bre from Gaza on
nuclear materials or weapons to attack the United [ENINSNICNE

States, U.S. troops, and U.S. interests worldwide.”® RGN

Clearly, the threat is real and, given the importance of SIS

trade to our nation’s economy, it is critical that we [ ":;“‘P"”‘l”‘;‘:u:!’; )

secure the global supply chain. grcnades and the i

hidden compartment in the suspee

A. The Global Supply Chain he lastitute for Count 3
PPy Port.” Muarch 14, 2
potfight/det.clm?id=972,

The multitude of parties and transactions
involved in the typical container shipping process
makes it difficuit to ensure the integrity of container
cargo. The parties involved in a typical shipment
include the exporter, importer, freight forwarder, customs broker, customs inspector, inland
transportation provider(s) (which may include more than one trucker or railroad), port operators,
possibly a feeder ship, and ultimately an ocean carrier. Compounding the number of parties and
transactions involved, container ships usually carry cargo from hundreds of different companies,
and a single container often carries cargo for several different customers. As a result, a single
consolidated container shipment may generate 30 to 40 sets of documents and bills of lading.'”

Each transfer of a container in this complex and tiered shipping process constitutes a
point of vulnerability in the supply chain. Increasing these supply chain vulnerabilities,
individual shipping containers are typically loaded at a number of different company
warehouses, and not at the ports of departure. Therefore, ensuring that containers that eventually
enter the United States are not “stuffed” with illegitimate cargo at overseas factories or
consolidation centers, or at any other point in transit to the United States, is a critical challenge
facing our supply chain security.

Since inspecting cargo on the high seas is practically impossible and inspecting cargo
upon its arrival at a U.S. port may come too late to prevent a terrorist event, it is imperative that
cargo is evaluated and secured at its point of origin. The best way to accomplish this is to ensure
that the cargo information for every container that enters the United States is fully and accurately
reported to CBP. Therefore, confirmation of the security of each transfer facility and the
trustworthiness of every company involved in the multi-tiered shipping process is absolutely
critical.

Iv. US. GOVERNMENT EFFORTS TO SECURE THE GLOBAL
SUPPLY CHAIN

A. Overview of Initiatives
The primary federal government programs to secure the global supply chain are:
= The Container Security Initiative (C8I);
* The Customs-Trade Partnership Against Terrorism (C-TPAT);
« The Megaports Initiative; and
» The Radiation Portal Monitor Project (RPMP).

* See of John D. Negrop “Annual Threat Assessment of the Director of National Intelligence,” before
the Senate Sefcct Committee on Intelligence, February 2, 2006,

Y7 The term “bil of lading” refers to a document issued by a carrier to a shipper listing and acknowledging receipt of
goods for transport, and specifying the terms of delivery.
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In early 2002, following the attacks of September 11th, the U.S. Customs Service
launched both the Container Security Initiative and the Customs-Trade Partnership Against
Terrorism to address the threat of terrorism and the security of the global supply chain.'® CSI
extends our borders by stationing CBP officers at major international ports to pre-screen
containers prior to their shipment to the United States. C-TPAT represents a genuine public-
private partnership because private-sector applicants voluntarily commit to making security
improvements in their supply chain in exchange for benefits from CBP.

In addition to these programs, CBP established the Radiation Portal Monitor Project to
install radiation detection equipment at U.S. Ports of Entry to screen cargo, mail, and vehicles for
radioactive materials upon arrival in the United States.” Another program to screen containers
for radiation is the National Nuclear Security Administration (NNSA) Megaports Initiative,
through which radiation detection equipment is provided to foreign governments and installed at
major international seaports. Containers transiting these ports are screened by radiation
detection equipment, effectively providing an additional layer of screening prior to the
containers’ arrival at a U.S. port. Collectively, these programs represent U.S. Government’s
efforts to secure the global supply chain and have been examined thoroughly in the
Subcommittee’s oversight investigation.

Shortly after the inception of CSI and C-TPAT, PSI commenced its oversight of these
critical programs. During the course of its oversight investigation, the Subcommittee has raised
significant concerns about the effectiveness of these programs. For instance, on May 26, 2005,
the Subcommittee held a hearing entitled, “The Container Security Initiative and the Customs-
Trade Partnership Against Terrorism: Securing the Global Supply Chain or Trojan Horse?”
That hearing examined the effectiveness of CSI and C-TPAT, and included the release of GAO
audits concerning these programs. These audits, coupled with the oversight effort of the
Subcommittee, revealed significant shortcomings:

= CBP inspects a de minimus number of containers overseas — 0.34 percent.
*  Even worse, only 17.5 percent of high-risk cargo is inspected overseas.

»  Equipment such as nuclear detection devices and Vehicle and Cargo Inspection
Systern (VACIS) machines used overseas for inspections are untested and of
unknown quality.

= Substantial benefits, including fewer inspections, are provided to certified C-TPAT
importers without a thorough review or validation of their supply chain security
procedures.

Although many of these problems have been addressed, significant challenges remain.
B. Container Security Initiative

The primary purpose of the CSI program is to protect the global supply chain through the
placement of DHS personnel in foreign ports to target high-risk containers for inspection prior to
their departure for U.S. ports. As of March 27, 2006, 44 foreign ports are CSI designated.’® CSI
teams stationed abroad generally consist of CBP officers and an Immigration and Customs
Enforcement (ICE) agent.

Under this program, a team of CSI officers is deployed to work with host nation
counterparts to target high-risk containers.?! CSI was initially implemented at the top 20 ports
by volume of shipping to the United States.” CBP has continued to expand this program with

'8 The U.S. Customs Service was merged into the Depariment of Homeland Security fo form the U.S. Customs and
Border Protection (CBP) in early 2003,

'° The terms “radiation detection equip ™ refers to Radiation Portals Monitors (RPMs).

* See Appendix B,

2! The CS team identifics high-risk shipments through ATS. After further analysis of the shipment, through document
review and database checks, the CSI team may request the host country to examine particular shipments. If the host country
officials decide against an ination of the shi or an ination is not possible because the container is already laden
on board the ship, the CSI team will refer that particular shi for an ination at the first U.S. port of entry.

2 See CBP website, http:/ichp.govixpicgovborder_security/international activitiesicsifesi_in_briefxml,
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the intent to deploy to 50 international ports by the end of Fiscal Year 2006.2 CBP’s strategic
objectives for CSI include:

= Pushing the United States’ zone of security beyond its physical borders to confront
the threat of terrorism at its source;

= Targeting potential terrorists and terrorist weapons through advanced and enhanced
information, intelligence collection and analysis, and preventing those shipments
from entering the United States;

*= FEnhancing homeland and border security while facilitating growth and economic
development within the international trade community; and

= Utilizing available technologies to leverage resources and to conduct an examination
of all high-risk containers.”

Although a promising concept, PSI staff has identified several operational shortcomings
with CSI. For example, CSI ports are unable or nnwilling to inspect the quantity of containers
necessary to significantly improve security. One reason for this, PSI has found, is that some CSI
ports routinely “waive” the inspection of high-risk containers, despite requests by CSI personnel
for an inspection. As a result, numerous high-risk containers are not subjected to an examination
overseas, which undermines the primary objective of CSL  PSI has also identified other CSI
ports that identify an inordinately small number of containers as “high-risk.” Nonetheless, CBP
has aggressively pursued the expansion of CSI without assessing the performance and
productivity of its existing CSI ports.

1. Membership Process

A prospective CSI port must commit to a number of items before CBP will formulate an
agreement with the host country. These minimum standards include: (1) the ability of CBP
personnel to inspect cargo exiting or transiting their country; (2) access to and use of Non-
Intrusive Inspection (NII) equipment; and (3) a willingness to share trade data and intelligence.
Once the parties agree to these criteria, CBP executes a Declaration of Principle (DOP) with the
host country to formalize the expectations each country has with the program. While the
document is not legally binding, it is the formal document utilized by CBP to establish a CSI
port. It appears from a review of these DOPs, however, that their purpose is to arrange for CBP
personnel to be placed in a given country quickly, rather than to establish any minimum
standards relating to the effective operation of a CSI port.

2. Areas of Concern

Some CSI ports are not complying with the minimum standards required by CBP. Those
ports are either unwilling or unable to share intelligence, and some lack the ability to search the
U.S.-bound cargo that was transiting their ports. The fact that certain ports are not adhering to
these minimum and essential standards significantly undermines the purpose and effectiveness of
the CSI program. After reviewing the DOPs that CBP executes with host countries, the
Subcommittee found that these critical standards are not formally incorporated into these
agreements. Although the DOPs explicitly reference examining high-risk containers, they
contain no standards for NII equipment and do not require that the host country inspect high-risk
containers, absent mitigating circumstances. Given the content, or lack thereof, of the DOPs, it
is not surprising that the percentage of high-risk containers that are searched abroad is
staggeringly low. Due to the weaknesses of these DOPs, CBP lacks an effective recourse to hold
C8I ports accountable if they do not agree to inspect high-risk containers prior to debarkation.

(a) Minimum Standards for Equipment
According to CBP officials, CBP could not mandate specific NII or radiation detection

equipment in connection with the CSI program because of sovereignty concerns, as well as
restrictions that prevent CBP from endorsing a particular brand of equipment. Although CBP

accessed March 21, 2006,
B Ibid.
* Ivid,
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claims that it cannot endorse a specific brand of equipment, the agency could nonetheless
establish general technical capability requirements for any equipment used under CSI when
signing the DOPs. Since the CSI inspection could be the only inspection of a container before it
enters the United States, it is crucial that the nonintrusive inspection and radiation detection
equipment used as part of CSI meets minimum technical requirements to ensure that the
equipment could detect a WMD.

(b) Management and Staffing Challenges

CBP continues to face challenges in developing performance measures to assess the
effectiveness of CSI targeting and inspection activities. In addition, CBP has not implemented a
sound “red team” program to test the program’s efficacy. Therefore, it is difficult to objectively
assess progress made in CSI operations over time, and it is similarly difficult to compare CSI
operations across ports. Staffing imbalances at CSI ports present an additional point of concern
for CSI, especially at the highest-volume ports. Although CBP’s goal is to target all high-risk
U.8.-bound containers at CSI ports before they depart for the United States, CBP was initially
unable to place enough staff at some CSI ports to do so. Many of these concerns and the
challenges were identified in the May 2005 GAO report and have been corrected.”® For
example, CBP is now able to review all high-risk shipments transiting CSI ports and, at many
CSI ports, CBP is able to review all shipments.”® However, given the expense of CSI and
sovereignty concerns of host nations, it is not practical for CBP to fully staff each CSI port.
Even with a full complement of staff, CBP
would have no assurance that the host

VIRTUAL country could keep pace with, or would
This is the centralized coordination center for all CBP ?Vant 'tO conduct, these additional
anti-terrorism efforts.  Staff of SCEGINT  inspections.
people and goo 4

CBP, however, should determine
the minimum number of officers that must
be physically located at CSI ports to carry
out duties that require an overseas
presence (such as coordinating with host
government officials), as opposed to other
duties that could be performed in the
United States (such as reviewing manifests
and databases). CBP has supplemented
staff at the CSI ports with domestic
officers stationed at the National Targeting
Center.”’ According to CBP officials, CSI
teams abroad may contact these NTC
officers in the United States and request
their assistance in targeting specific shipments. The NTC staff, after targeting the shipments,
notifies the relevant CSI team of their results, including whether the shipments are high-risk and
should be referred to the host government for inspection.

The use of CBP officers at the NTC demonstrates that CBP does not have to rely
exclusively on overseas personnel, as required in its staffing model. Moreover, most officers at
CSI ports do not have much interaction with host government officials. These domestic officers,
in essence, serve as a force multiplier. For example, at the CSI ports inspected by PSI staff, CBP
officials indicated that typically only one or two CSI team members interact with host customs
officials. In consideration of the substantial expense of deploying an inspector abroad, CBP
should reevaluate its staffing model.

While these problems raise concerns, CSI improved the level of U.S, safety. CSI has led
to greater information sharing between CBP and host country customs officials. For example,
CSI has resulted in a strong bilateral cooperation and international awareness regarding the need

 See GAO-05-1878U, “Container Security: A Flexible Staffing Model and Mini E
Would Improve Overseas Targeting and Inspection Efforts,” April 2005.

2 This refers to a manifest review.

*" For more information on the NTC, sce the text box on this page.
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to secure global trade. Also, with the discovery and seizure of shipments under CS1 of automatic
weapons, ammunition, and other falsely identified contraband, many foreign customs services
that lack strong law enforcement capabilities are currently seeking additional legal authority to
strengthen their ability to fight terrorism. For example, the World Customs Organization passed
a resolution in June 2002 to enable ports in all of its member nations to begin to develop
outbound targeting programs consistent with the CSI model.®

(¢) Targeting Challenges

CBP faces considerable challenges in targeting inspections of containers. CBP officers
stationed at CSI ports overseas are often located considerable distances from the port.”® The CSI
teams stationed abroad are focused on reviewing data in ATS, the system utilized to identify
high-risk containers.>® Following a review of the relevant data, CBP officers provide a list of
high-risk containers to the host country customs officials for an examination. Domestically, a
high-risk score in ATS triggers an automatic NII scan, In CSI ports, however, it merely requires
a further review of information.

This aspect of the process raises considerable concerns with both ATS and the general
objective of the CSI program. For instance, if a U.S.-bound container is identified as high-risk at
a CSI port, it should be examined abroad just as it would be upon arrival in the United States.
CBP, however, limits examinations at CSI ports to only those containers that are identified as
high-risk due to terrorism concerns.®’ This restriction presents significant vulnerabilities in the
CSI program since terrorist nexus indications may be difficult to detect simply from manifest
data.

For example, consider a container identified as high-risk by the ATS system due to
suspected drug smuggling. This container is well above the domestic threshold for an
examination. Even though this container would be inspected at a domestic port, it will likely not
be examined overseas, even though a drug smuggler may also be moving terrorist weapons. 2 1f,
on the other hand, CBP feels strongly that the same drug smuggler does not present a security
risk, then the ATS system should be medified so the shipment would not be identified as high-
risk in the first place.

Exams conducted abroad consist primarily Je:IUSNERETAUBEIN TR TS SV

of a NII screen because CBP officers at CSI ports e e - ) )
. . . 1f a hig] K container is not mined abro

cannot require a container to be physically opened JEESNNEHEIENIENN.
for inspection.  Although CBP can recommend JRGQORTE
such physical inspections, the host country is not JEUSURIHEURIEUR ms actuatly occur.
bound to agree to these recommendations, and thus,
physical examinations of suspicious cargo may not
oceur until its arrival in the United States. Moreover, in some cases CBP officers are not
allowed to be present during the NII screening, as called for in the DOP for the program, and are
not even provided the NII image for review until the ship has already departed for the United
States. CBP personnel recounted this situation to PSI staff when staff visited the Port of Le
Havre, the Port of Shanghai, and the Port of Singapore.

28 See World Customs Organization, “Resolution of the Customs Co~Operation Councit on Sccurity and Facilitation of
the International Trade Supply Chain,” June 2002, http://www.weoomd.orgfie/en/R dati dations.him]
aceessed March 22, 2006.

* At Le Havre and Shanghai, the CSI team is located 40 minutes from the port.
% ATS is further detailed in Section D.

*' This CS1 restriction, which was initially imposed by some host governments, has evolved into a CBP self-imposed
restriction.

% The link between drug smugglers and terrorist organizations was di d ively at a Senmate Judiciary
Committec hearing on May 20, 2003, which was entitled “Narco-Terrorism: International Drug Trafficking and Terrorism — A
Dangerous Mix.” John P, Clark, then Interim Director, Office of Investigations, U.S. Immigration and Customs Enforcement,
Dep: of Homeland Security, di d terrorist i igat stating, “[ Tihe transportation organization that is paid
to smuggle cocaine today may very well be contracted to smuggle instruments of terror tomorrow.”

Mr. Clark specifically mentioned an ongoing investigation at a major U.S. seaport, where ICE Special Agents
uncovered a practice of contraband being removed from international cargo prior to the entry process. The contraband in this
investigation was heroin and cocaine, but it could have just as easily been a radiological or nuclear device. See
hetp:djudiciary.senate. govitestimony.cfin?id=764&wis_id=2112, accessed March 21, 2006.
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(d) Not All High-Risk Containers Are Examined

Overall, the vast majority of containers referred to host nations by CSI teams for
examination are, in fact, inspected overseas.”> However, most high-risk containers are not
referred for exam in the first place®® Accordingly, only a de minimus number of high-risk
containers are actually inspected abroad.

Some containers that are referred by CBP, however, are not inspected for two primary
reasons. The first reason is that the host government has intelligence indicating that the referred
containers are not high-risk. Second,
operational limitations may prevent host
governments from conducting inspections
before they depart the port. For example, difference
CSI teams had to waive inspections for e sk containers and
some referred containers because the host [N ¢ contapmers Sf“’:"";d‘ Pst
government officials said they did not have arding fh
the ability to inspect the containers, or the )
containers were already loaded on departing R ERCER R EIEEI R ot BT e vty
vessels, or the containers remained on the
vessel while it was docked in the port.
Other CBP referrals were denied by host government officials, generally because they believed
the referrals were based on factors not related to security threats, such as drug smuggling.
Denials such as these reveal that it is difficult to assess what risks may be terrorist-related, since
a drug smuggler may also be smuggling terrorist weapons in the same container.

CLARIFICATION: MAY 2008 GAO AUbit ANp PSH

< and

If a host country refuses to perform an inspection before a container is shipped to the
United States, the only recourse that CBP has at its disposal to ensure a container is inspected is
to issue a “Do Not Load” Order. This order advises the carrier that the specified container will
not be permitted to be unloaded in the United States until a time when any associated imminent
risk to the container is neutralized. Once the risk is neutralized, the container is to be loaded
back onto the carrier and placed on hold for a domestic examination.

To date, of the high-risk containers inspected overseas, no WMD have been discovered.
However, because the technology to detect the presence of chemical or biological agents does
not yet exist and certain configurations of nuclear/radiological materials are difficult to detect via
an NII image, CBP officials cannot be certain that no WMD have passed through a CSI port, Ifa
WMD or other cargo of concern is detected during a CSI inspection, the host government is
responsible for taking appropriate enforcement measures and disposing of the hazardous
material.

The CSI team is also supposed to request domestic exams for shipments that were
inspected overseas, but not to the satisfaction of the CSI team. Such circumstances would arise
if there was a disagreement over the interpretation of the x-ray image or if the host nation was
not willing to perform a physical exam after an anomaly had been detected.

This additional inspection raises two other problems with CSI. First, in light of the fact
that the essential purpose of CSI is to conduct inspection of high-risk containers before they
enter U.S. ports, the examination of these high-risk containers upon arrival in the U.S.
undermines the central objective of the CSI program. Moreover, after the targeted container has
arrived at the U.S. port, CBP cannot effectively demonstrate whether that container was
subsequently inspected in the United States,

ECY

ding to data supplied to the Sub ittce by CBP, 82.7 percent of exams requested at all CSI ports from
February 2005 to February 2006 were conducted.

384

ding to data supplied to the Sut ittee by CBP, only 37.24 percent of high-risk shipments were examined.
Out of the 143,853 high-risk shipments identified by ATS, only 69,543 exams were requested by CBP at CSI ports int 2005.

%% CBP has never issued this order for security reasons; however, they have issucd these orders for violations of the 24-
hour rule.
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(e) Low Inspection Rates at CSI Ports

The rate of inspections of high-risk containers is disturbingly low. To illustrate the de
minimus number of inspections, the Subcommittee has prepared case studies for the CSI ports in
the United Kingdoin, Japan, and France. Unfortunately, the numbers tell a troubling tale. These
cases studies expose two significant problems related to the inspection rates of high-risk
containers under the CSI program,

(i) CBP Refers a Fraction of High-Risk Containers for Inspection

First, the data reveals that CBP is referring only a fraction of containers that have been
identified as high-risk for examination. For instance, in the UX., CBP referred for inspection
only 465 out of 2480 containers that had been identified as high-risk ~ amounting to an
inspection rate of only 14.59 percent. CBP referred only 34.34 percent of high-risk containers
transiting French ports for inspection. The lowest rate of referral occurred in Japan, where CBP
submitted only 13.42 percent of high-risk containers. This data is especially disturbing in light
of the fact that the countries at issue are among America’s closest allies, which would
presumably work cooperatively with CBP. The graph presented below illustrates the dramatic
gulf between the number of high-risk containers and the number of inspections requested by
CBP.

14.59% of
! 1 High Risk
13.42% of fredoetiii  Shipments
High Risk (RIS | are Referred
Shipments s for Exams in
are Referred Rl
for Exams in . o - 34.34% of
Japan R High Risk
b Shipments
are
Referred
for Exams
in France

<10 -
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(ii) Inspection of CBP-Referred Containers Is I ist

Beyond the fact that CBP refers only a fraction of high-risk containers for inspection, the
Subcommittee’s case studies reveal a second significant problem - host countries fail to inspect a
substantial number of CBP-referred containers. For instance, of the 705 examinations that CBP
requested from French authorities, only 316 inspections were conducted ~ a rate of only 44.82
percent. The rate of inspections of high-risk containers at each CSI port in France is reflected in
the figure below.

In Japan, CBP requested inspections of 1,589 high-risk containers from February 2005
through February 2006. Of the 1,589 requested inspections, 1,211 examinations were conducted
— a rate of 76.21 percent. The rate of inspections of high-risk containers at each CSI port in
Japan is reflected in the figure below.

“11-
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In contrast with the low inspection rates in Japan and France, the percentage of CBP-
requested examinations that are ultimately conducted in the UK. is quite high. In fact, the case
studies reveal that UK. officials inspected 100 percent of all containers that are referred by CBP
from February 2005 through February 2006, Indeed, in some cases, the U.K. authorities actually
examined additional containers beyond those requested by the CSI teams in the UK. This data
is reflected in the figure below,

-12-
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Titbury:

Thamesport: | 3 1667%
99.46% A

Southampton:
116.79%

In sum, these cases studies reveal profound flaws in CSI's inspection regime. The data
suggests that CSI teams at the ports in France, Japan and the UX. refer a disturbingly low
percentage of high-risk shipments for exams. This may reflect a problem with the risk targeting
system, called ATS, which is discussed in Section D of this report. In particular, ATS may be
identifying too broad a spectrum of high-risk containers and therefore does not effectively
delineate high-risk shipments. Aside from problems underlying ATS, CBP attributes the low
inspection rates at CSI ports to: (1) mission fatigue; (2) lack of resources and time; and (3)
mistrust in the targeting system that identifies high-risk containers.’®  However, CBP does
emphasize that these countries would examine a container if CBP had grave concemns about a
particular container. The Subcommittee believes CBP’s statement demonstrates the very
shortcoming of the targeting system. We cannot rely on this targeting system to accurately
identify the genuine terrorist-related containers, and as such, o/l high-risk containers need to be
examined abroad, not just the select few that are referred by the CSI team to the host country.

3. Staff Trip and Observations

Since 2003, PSI staff has conducted four oversight trips to ten CSI ports in Europe and
Asia to further examine these programs in practice. The observations at the following ports
significantly contributed to the Subcommittee’s investigation.”’

* CBP meeting with Subcommittee staff on March 16, 2006,

37 Observations by Sut ittee staff isted of halfday inations of port operations at each facility. .

13-
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(a) Port of Rotterdam: The Netherlands (December 2004)

The Port of Rotterdam, which is one of the world’s ten largest ports, was the first
international port to enter the CSI program. The CSI team on-site in Rotterdam is permanent,
consisting of three targeters, one intelligence analyst, one ICE agent, and one supervisory team
leader. While this team appeared to be effective, members of the CSI team agreed that a smaller
liaison capability in Rotterdam, coupled with a team of dedicated targeters examining bills of
lading in the United States, would also be successful. The Port of Rotterdam uses a nine Mega
Volt NII (X-ray) machine to examine cargo. As a point of comparison, the imaging machine
used in the United States emits less than one mega volt. The higher level of megavolts used in
Rotterdam allows for a better and more accurate scan.

The Port installed RPMs, through the Megaports Initiative, configured with a relatively
low radiation threshold. This low threshold results in 100-200 alarms per day. Dedicated
analysts examine the output of the scan and, pending their analysis, direct certain cargo to a
secondary inspection area where they are examined with a handheld radiation scanner.
According to officials in Rotterdam, these scanners do not stow down traffic or cause delays at
the Port.

Operations at the Port of Rotterdam and the cooperative effort with Dutch Customs were
impressive. The success of the CSI program may be attributed to the localized database, entitled
CSI-NT (a subset of ATS), which was specifically configured for testing containers transiting
through Rotterdam and enhances the targeting ability of the CSI team. This specialized subset of
ATS, CSI-NT, has proved to be effective in improving targeting and should be incorporated and
expanded to programs at other major ports.

(b) Port of Le Havre: France (December 2004)

The Port of Le Havre illustrated the numerous challenges confronting the CSI program.
According to French Customs, French law requires the government to pay a $100 surcharge to a
company whose container is inspected. Although French officials assert that the surcharge has
no impact on their inspection rates and their ability to inspect containers referred by the CSI
team, the CSI team in that port disagrees. The CSI team and CBP believe that this surcharge
does in fact affect the French determination of whether to inspect containers, and negatively
impacts their inspection rates. Indeed, inspection rates from the Port of Le Havre are particularly
low, as denoted earlier in the report.

France uses a five megavolt Heimann CargoVision scan in three different screening bays
as part of its NII program. The French plan to add radiation screeners to these bays, which will
allow for simultaneous radiation screening and NII. After the addition of radiological screening
equipment, the only containers that will be inspected for radiation prior to loading will be those
containers that warrant additional inspections. This planned process is flawed in that it presumes
that radiation material will be smuggled in a container that warrants additional inspections.
However, given that the primary concern of French inspectors is cigarette smuggling, the
targeting of screening will be misdirected and too narrowly focused. In sum, the current system
of ingpections portends many challenges for the French to successfuily detect the smuggling of
radiological material.

While the CSI staff in this port is permanent and appeared to be establishing strong
relationships with local French Customs officials, the visit to Le Havre illuminated many of the
challenges confronting the CSI program, from the reliability of the C-TPAT program, to the
rationale for six in-country CBP personnel to the limited inspection rates to the inability to
screen for radiation.

(¢) Port of Felixstowe: United Kingdom (December 2004)

CSI staff indicated that they reviewed ail bills of lading of cargo transiting through the
Port of Felixstowe to the United States, yet made few requests for inspections by Her Majesty’s
Customs and Excise. Additionally, CSI staff indicated that they believe that the ATS system
requires considerable modifications, and as a result, they view a high-risk score in ATS merely
as an additional piece of information and a precursor for added research to gauge whether an
inspection is necessary. Moreover, the CSI staff did not contact the NTC for additional
assistance in their targeting because “they did not want to bother” NTC staff. Overall, the CSI
team in Felixstowe demonstrated that a lack of knowledge, resources, and inspections may in

14 -



520

fact be adding to the cargo secwrity challenge. CBP officers at major U.S. ports have told PSI
staff on several occasions that they view containers arriving from a CS8I port with less scrutiny
than those originating in non-CSI ports. This indicates that operations at CSI ports must be
standardized to ensure that high-risk containers are inspected at a CSI port, or domestically.

~ Figure 2. Radiation Portal Monitors in Felixstowe, UK. 1

(d) Port of Hong Kong: Special Administrative Region of
China (August 2005)

As the world’s busiest port, Hong Kong was one of the first ports to enter CSI. At the
time of the initial staff trip to Hong Kong in August 2004, Subcommittee staff observed that the
CSI team was not able to review 100 percent of manifests. This was primarily due to the lack of
staffing resources.”® These problems have been largely fixed. Today, the CSI team reviews 100
percent of manifests and utilizes CBP officers at the NTC to accomplish this goal. In addition,
Hong Kong Customs has established a specialized targeting system to assist the CSI teamn. This
system extracts manifest information from ATS and links that data to the Hong Kong targeting
systems. By utilizing both of these systems, the CSI team in Hong Kong has improved their
targeting capabilities. PSI has observed an exceptionally positive relationship between Hong
Kong Customs and CBP during their oversight trips to Hong Kong.

(¢} Port Klang: Malaysia (August 2004)

The visit to Port Klang highlighted the importance of training staff to effectively operate
NII equipment. Figure 3 is an image of a CSI-referred container from Malaysia that illustrates
PSI concerns with these images. The image is black. When asked what he was screening, the
Malaysian inspector stated rugs. When asked how he could discern rugs in the image, he replied
that while he could not see anything in the image, rugs were indicated on the manifest. This
exchange shows the limitation of technology and how that can defeat the whole purpose of
scanning the containers.

%% In May 2008, the GAO reported that, according to the CSI staffing model, the appropriate number of targeters for the
Port of Hong Kong is 21. However, only eight targeters were assigned to the Port, and as of September 11, 2004, only 30 percent
of U.8.-bound shipments from that Port had heen targeted.
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Figure 3. Inspector reviewing a n y image of a i at Port Klang,
Malaysia

4. Recommendations

In sum, CSI was and remains the right idea for post-9/11 security. Nevertheless,
effective CS1 implementation is fraught with challenges. As such, the Subcommittee staff makes
the following recommendations:

* The targeting system — ATS —~ must be adjusted to effectively identify high-risk
containers.

® The use of a specialized subset of ATS, such as in Rotterdam, must be expanded to
other CSI ports.

= The number of inspections conducted abroad needs to increase dramatically.

x  The arbitrary distinction between high-risk cargo due to narcotic smuggling and high-
risk cargo due to terrorism is difficult to identify and may demonstrate a potential
vulnerability.

= The Virtual CSI program is an innovative concept that must be expanded, especially
if coupled with the Hong Kong Screening Model or equivalent technology, which is
discussed below.

= The CSI program should focus on buproving inspection rates at existing CSI ports,
prior to expanding to other ports.

®  (S] targeting can be conducted domestically. CBP should readjust its staffing model
and utilize a combination of officers in~country and at the NTC.

= Standards for inspections and technology must be incorporated into the DOPs signed
by the United States and host governments to establish a CSI port.

C. Customs-Trade Partnership Against Terrorism

Another vital layer in CBP’s security strategy is the Customs-Trade Partnership Against
Terrorism (C-TPAT). C-TPAT was rolled out as an initiative shortly after the September 11th
attacks and then Customs Commissioner Robert C. Bonner described it as *“a lasting partnership
between Customs and industrg‘ to ensure both security for our Nation, and the smooth flow of
commerce across our border.™® C-TPAT aims to secure the flow of goods bound for the United

States by developing a strong, voluntary antiterrorism partnership with the trade community.

¥ Robert €. Bonner, Commissioner of U.S. Customs Service, speech announcing C-TPAT, April 16, 2002, Detroit,
Michigan, hip/www.chp, gavixp ? 00 isst s . hives/2002/apr1 62002 xmi,  accessed
February 9, 2006,
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To participate in C-TPAT, private sector companies commit to improving the security of
their supply chains. In exchange for this commitment, CBP will grant C-TPAT members a range
of benefits, many of which are designed to reduce CBP’s level of scrutiny of the members’ U.S.-
bound shipments. Foremost among these benefits is a reduction in risk score for their imports in
CBP’s targeting system, which assigns a risk to a shipment based on factors such as whether the
shipment is coming from a country with
terrorist ties.* Lowering the risk score will,
in turn, reduce the probability of extensive
documentary and physical inspection of VNG IMNIIIEGE VIS U R
members’ shipments, and will facilitate the er 3 i ) applicants
rapid movement of their cargos. Among all ixy\sl3c$ mtcl)‘ upon receipt of I agreement  to
the benefits offered to program members, this participate in the program. CBP would
reduction in risk score is clearly the most
cherished since it reduces the number of
ingpections a shipper must endure. Other JESIGNERS
benefits of C-TPAT include: the weaknes

TPAT memb

PREVIC PROBLEMS

= CBP will reduce the number of
inspections for that company’s cargo,
and will reduce the wait-time at the border for that company’s shipments;

= CBP will assign a specific C-TPAT supply chain specialist to serve as the liaison to
that C-TPAT member in order to facilitate validations, security issues, procedural
updates, communication and training;

* C-TPAT members are given greater authority to police and monitor their own
security activities; and

= C-TPAT certified importers receive reduced selection rate for Compliance
Measurement Examinations and exclusion from certain trade-related local and
national criteria. !

C-TPAT membership is open to U.S. importers of record, U.S./Canada highway carriers,
U.S./Mexico highway carriers, air/sea/rail carriers, U.S. port authority/terminal operators, U.S.
air freight consolidators, ocean transportation intermediaries, non-vessel operation common
cartiers, Mexican manufacturers, certain invited foreign manufacturers, and licensed U.S.
Customs brokers. As of February 1, 2006, 10,434 companies have applied for C-TPAT
membership and 5,777 companies have been accepted and “certified.”™

1. Membership Process

CBP employs a two-pronged approach to assess C-TPAT applicants before granting C-
TPAT benefits. First, CBP conducts a review of the self-reported information contained in an
applicant’s membership agreement and security profiles and assesses the applicant’s compliance
with customs laws and regulations, history of violations, and intelligence data. Following a
successful review, the applicant is deemed certified by CBP. Certification also provides for the
company to be eligible for a validation, which is the next stage of review. The current
membership process, including the tiered benefit structure, is described in detail below.

(a) Certification

The C-TPAT process begins with an applicant completing a comprehensive security self-
assessment or profile, outlining in detail how the applicant is meeting certain defined minimum
security criteria. A Supply Chain Security Specialist (SCSS) will then review the submitted
profile to determine whether the applicant satisfies the minimum security criteria. These

* This risk-targeting system, calted ATS, is examined in detail betow.

4 See “Securing the Global Supply Chain: Customs-Trade Partnership Against Terrorism (C-TPAT) Strategic Plan,”
CBP, hup:Hebp.govAlinkhandl imp ial_enfor patietpat ieplan,ctt/ctpat_strategicplan,pd)
accessed February 7, 2006,

2 The term “certified” refers to the CBP certification process, in which the applicant has passed an initial review by

CBP and is eligible for certain benefits. This process is discussed in great detail below. This data was supplied to the
Subcommittee by CBP in March 2006.
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minimum security criteria are determined by CBP and include whether the company conducts
background checks of employees, whether the applicant’s facilities are secured by a fence, and
requires that the C-TPAT member work with other C-TPAT members. Approximately 20
percent of initial submissions are rejected for failing to meet the minimum security criteria.

Concurrent with the security profile review by the SCSS, C-TPAT officers vet the
applicant through CBP law enforcement and trade databases, as well as the El Paso Intelligence
Center. Companies must be free from past narcotics or serious trade violations before being
accepted into the program. Other disqualifying factors include involvement in human smuggling
incidents, having been the subject of criminal investigation, having associations with known
criminal organizations, involvement with illegal transshipment schemes, and violations of
intellectual property rights. In addition, the company must have a demonstrated import history
of a minimum number of shipments into the United States before acceptance into the program.®

If an applicant satisfies these requirements, the company is considered “certified” and
accepted into the program and eligible for Tier 1 benefits, which include a reduced score on
CBP’s risk-targeting system. In addition, the company becomes eligible for the second level of
review, called validation, which provides additional benefits.

(b) Validation

The validation process is designed to ensure that the security practices outlined in the
applicant’s security profile are in place and effective. If an applicant’s security apparatus
satisfies certain minimum security criteria, it becomes eligible for Tier 2 benefits. Companies
whose security practices exceed the minimum security criteria, however, are eligible for even
greater privileges, called Tier 3 benefits. The validation process is primarily focused on
importers and carriers, which are generally in the best position to induce security enhancements
deep into the international supply chain.

CBP prioritizes which certified companies to VALIDATIONS
validate based on risk. CBP uses a risk assessment tool
— the Quantitative Risk Assessment Module (QRAM) ~
to determine a quantifiable risk score for each certified
member.

The validation process is generally conducted
by two SCSS. Each validation begins with a visit to the OB ths
dome_stlc corporate Ofﬁce.Ofﬂw member. At this imt,ial colm;unv'; practices in other countries are
meeting, the SCSS review the company’s security NSNS
profile utilizing a standard 900-question automated
tool. The SCSS, usually accompanied by representa-
tives of the C-TPAT member, complete a review of the member’s supply chain security. CBP
will alse indicate at this meeting which of the company’s supply chains has been selected for
validation.

After the initial meeting, the SCSS will conduct a foreign site visit to examine the
company’s security practices. This review focuses on the company’s operations at point of
stuffing, during transit to the port of debarkation, and at the foreign port itself. Upon conclusion
of the domestic and foreign review, CBP and the applicant hold a closeout meeting to discuss the
findings, required actions, and all recommendations. A final written report is also provided to
each validated company a short time after the closeout meeting.

The final written report is reviewed by the C-TPAT Director, who makes the
determination as to whether the member is meeting the minimum security criteria and thus is
eligible for Tier 2 benefits, or is exceeding minimum security criteria and employing best
practices, and therefore eligible for Tier 3 benefits,

(¢) C-TPAT’s Tiered Benefit Structure

CBP adopted a tiered benefits structure for C-TPAT in May of 2005. As noted above, a
company that has been certified — but not validated — is eligible for Tier 1 benefits. Tier 1

“ CBP has defined the minimum number of required shipments but does not disclose this number to the public.
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benefits, the lowest level under C-TPAT, include a reduced score on CBP’s risk targeting
system.® C-TPAT members in Tier 1 also enjoy other privileges. Members are eligible to
participate in the Importer Self-Assessment Program administered by the Office of Strategic
Trade, attendance at CBP-sponsored training seminars, and access to the Automated Cormmercial
Environment portal. C-TPAT certification is a prerequisite for eligibility to participate in the
Free and Secure Trade pmgram As of February 1, 2006, 2,429 importers were certified and
eligible for Tier 1 benefits.*

Companies satisfying CBP’s minimum security standards are eligible for Tier 2 benefits.
Tier 2 benefits include all the privileges of Tier 1, with two significant additions. First, the
reduction in CBP’s risk targeting system for Tier 2 members is even larger than that of Tier 1. In
addition, companies eligible for Tier 2 benefits enjoy “front of the line” privileges, meaning that,
if inspection was required, their cargos receive expedited treatment. Only 553 importers have
been valgcgated and found to meet the minimum security criteria, making them eligible for Tier 2
benefits.

Companies that maintain security arrangements that exceed the industry’s best practices
receive even greater privileges, called Tier 3 benefits. Those benefits include all the advantages
of Tiers 1 and 2. Perhaps most important, Tier 3 companies receive an even greater reduction in
the risk targeting system. Tier 3 companies also enjoy the expedited, “front of the line”
treatm::;ut for inspections. As of February 1, 2006, only 139 importers have achieved Tier 3
status.

2. Problems With C-TPAT

As described above, CBP employs a two-pronged process to certify and validate
applicants to the C-TPAT program. CBP officials have indicated that this two-pronged approach
is adequate to ensure the security of the applicant’s supply chain. CBP’s confidence, however,
may be overstated for two reasons. First, C-TPAT benefits are provided to importers after only
reviewing self-reported information. Second, while the validation process for C-TPAT members
is a more in-depth analysis of security practices, that heightened process examines only one
supply chain for each participant.

3. Recommendations
The Subcommittee staff makes the following recommendations:

® The validation process needs to be strengthened to include a review of additional
supply chains.

= A revalidation strategy must be developed and validations must be conducted for each
C-TPAT member with a clear strategy and timeline for completing the validations.

= CBP should work collaboratively with C-TPAT members to develop self-policing
standards.

*  CBP must consider the use of third-party entities to validate C-TPAT members.
D. Automated Targeting System

Over the past several years, PSI staff has examined CBP’s methods to target and
subsequently search high-risk shipping containers for weapons of mass destruction, counterfeit
goods, stowaways, and other forms of contraband. The primary tool deployed in CBP’s effort to
target high-risk containers is the Automated Targeting System (ATS).

ATS is a collection of rules that allow CBP officers to target inbound containers based
upon manifest information, entry data, intelligence inputs, and other automated rules developed
by CBP. The rules are applied to every shipment and re-applied when new information is

“* Notably, the score reduction benefits in ATS apply only to importers and are provided only upon the receipt of entry
data.

3 This data was supplied to the Subcommittee by CBP in March 2006.
S Ibid.
7 Ibid.
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obtained or updated. After the application of the rules, the values assigned to each rule are
tallied and the final result is the targeting score. CBP officers using ATS are, in theory, able to
rank containers by risk, then conduct further analysis to determine whether a suspect container
should be inspected (either a physical or a non-intrusive image examination) before the shipment
is granted U.S. entry. ATS was originally designed to help identify illegal narcotics in cargo
containers, but after the terrorist attacks of 9/11, was modified to identify all types of contraband
that might be smuggled by terrorists. As noted by CBP’s website:

ATS ... is a system that [assists] Customs officers in identifying
imports which pose a high risk of containing narcotics or other
contraband. This program is a joint effort by the Office of Field
Operations and the Office of Information and Technology.... The
system standardizes bill-of-lading, entry, and entry summary data
received from the Automated Commercial System (ACS) and
creates integrated records called “shipments.” These shipments are
then evaluated and scored by ATS, through the use of over 300
weighted rules derived from ftargeting methods used by
experienced Customs personnel The higher the score, the more
the shipment warrants attention.*®

ATS is the foundation of the layered security strategy employed by CBP in its fight
against terrorism and the smuggling of radiological or nuclear weapons. If ATS does not
effectively identify high-risk containers, it may undermine one of the principle objectives of CSI
— inspecting high-risk containers before they reach U.S. ports.

1. Areas of Concern

ATS may have some value in assisting CBP officers in identifying imports that pose a
high risk of containing narcotics or
contraband, as ATS was originally 24-Hour Rule
designed to identify narcotics contra~
band. ®  Nevertheless, many quest- [EEENSETEINN Advan
ions remain as to both the degree to [JESEEUUURENtY g ari
which this system is capable of portaion ccurity Act (MTSA).  Ths 24-hour sule

P reguires detail mation on the contents of sea containers
accomplishing that task and the extent bound for the U.S. be transmitted 24 hours before the wmamu-
to which ATS is increasingly relied is loaded on board a cl. Containers bound for non
upon as the primary tool for [ENIEEUEIEOY tgh a U.S, port must also comply with
determining which containers should Sm wriers & N n-Ve ‘IA()Apudu}m C onuon
receive an inspection. An inspection de this information to L'BP:
(whether through the total removal of
a container’s contents, or a non-
intrusive image examination) is the SN in moncti) penalti s
agency’s most exhaustive tool to CBP an opportunity {o review m ents of a container
discover WMD or other contraband. IS thc‘wAm( ner be aded on huimi av
However, inspections are mandatory c(m;;i:;r;
only for high-risk containers. An
inspection is unlikely if ATS does not [JRITIRSIEE plegovineseoom!
designate a container as high-risk. /il':I/x1::/:::;{1‘/]:!1‘111: \;\7L'l‘l/(.~;()[(:/(‘.ﬂ‘\ refeases/022003/02132003
Thus, if ATS fails to designate o [N
container as high-risk, the chance of
discovering whether a container houses a WMD is remote. It is therefore imperative that ATS be
reliable and effective.

it in a

Challenging the system from the outset is the reliance on manifest data as the essential
piece of information to caleulate risk.** Members of the international trade community and CBP

* See CBP website, “Automated Targeting System,” U.S. Customs and Border Protection, Atip:/www.chp.govixp/cgov
fimpor/operations_support fautomated_systems/automated_targeting_system.xmi, accessed February 7, 2006,

# See GAO-04-352N1, “Homeland Security: Challenges Remain in the Targeting of Oceangoing Cargo Containers for
Inspection,” February 2004, p. 20.

* The term “manifost data” refers to customs documents listing all contents aboard a particular vessel, in particular
cargo, crew and/or passengers.
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officers characterized the manifest as the least reliable form of data for targeting purposes, as it is
subject to errors and inaccurate information.”!

Moreover, as described earlier, one of the vulnerabilities is the overseas portion of the
supply chain, where goods are loaded into containers at consolidation centers. The company that
loads or “stuffs” the container is most often a third party and the identity of this third party is not
listed on the manifest. ATS, however, relies almost exclusively on the manifest information, and
therefore does not take into account the identity of the third party.

CRBP officers and even members of the trade community have urged CBP to require the
submission of additional information beyond the manifest data. For instance, CBP officials use
entry data when it is available to supplement the manifest data, as entry data is considered more
reliable and accurate. Entry data, however, is not required to be filed prior to the vessel loading,
and is sometimes not filed until after the arrival of the cargo. It is also worth noting that C-
TPAT score reductions in ATS do not apply unless entry data has been filed.™

Another weakness with ATS is the lack of simulated tests or so-called “red teams™ on the
system, except for the two instances by ABC News in 2002 and 2003, ABC News simulated a
terrorist smuggling highly enriched uranium into the United States. ABC News placed depleted
uranium in a lead-lined pipe, sealed the pipe and transported it in a suitcase that was later placed
in a cargo container. In both cases, CBP targeted the container, but after using non-intrusive
inspection_equipment, did not detect a visual anomaly and, as a result, did not open the
container.”

CBP does randomly select and examine containers, but these random inspections can be
waived if the resources are needed to conduct ATS or other intelligence—driven inspections.
Additional concerns with ATS include:

»  ATS has yet to be peer reviewed, red-teamed or validated through simulated events to
demonstrate that it identifies high-risk shipments.

= ATS cannot incorporate real-time information or adjust dynamically.

» CBP is unable to fully use inspection data. This prevents CBP from evaluating the
efficiency of ATS based on the results of cargo inspections. CBP officials stated that
an enhancement to ATS called the findings module to allow CBP to review what was
found in each container inspected would be available in November 2003. As of
today, this ATS findings module is still not operational.54

2. Staff Observations

PSI staff has frequently observed that a container’s initial risk score generated by ATS is
the primary tool of CBP officers to determine whether that container should be referred to a host
inspectorate for physical examination, Nonetheless, it remains unclear whether a high ATS
score realistically correlates with the actual risk. Notably, only one of the containers used in the
smuggling incidents involving Chinese immigrants at the Port of LA/LB in January and April of
2005 were identified as high-risk by ATS.® This failure demonstrates the inherent limitations of
relying upon a risk management tool that has not been tested, validated, or red-teamed. In
addition, other questions that arise, such as whether containers categorized as “high risk™ by ATS
carry more coniraband (and thus possibly a WMD) than randomly selected containers; whether
CBP has statistical evidence that validates that claim; whether CBP considers that the general

! See GAQ-04-352N1, “Homeland Security: Challenges Remain in the Targeting of Oceangoing Carge Containers for
Ingpection,” February 2004, p. 26.

52 This is an important distinction because entry date is not normatly fited until a fow days prior to arrival in the United
States. Therefore, C-TPAT importers rarely receive any score reductions in ATS at CSI ports since entry data is not yet
available.

* See GAO-04-352N1, “Homeland Security: Challenges Remain in the Targeting of Oceangoing Carge Containers for
Inspection,” February 2004, p. 28.

* On March 10, 2006, GAQ auditors updated PSI and HSGAC staff on the ongoing audit of ATS. GAO auditors
informed staff that the ATS findings module was still not operational.

5 During these two separate incidents, illegal Chinesc aliens were discovered in ocean containers at the Port of Long
Beach. The containers were transshipped from a CSI port and carried by a C-TPAT member.
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category of contraband, whether stowaways or drugs, serves as a surrogate for WMD for
purposes of evaluating this program, and if not, what variables it would use in this regard.

On repeated occasions, PSI staff has queried Customs officials regarding the potential
over-reliance on ATS, particularly to determine which shipments should be examined for
potential WMD. Moreover, the PSI staff remains concerned that, without some indication that
ATS significantly assists CBP as a tested and validated risk management tool, CBP will continue
to rely on ATS as the primary tool for keeping dangerous goods — including a WMD - from
entering the U.S.

3. Recommendations

Because ATS is the foundation of U.S. Government supply chain security programs and
given the considerable challenges that confront this program, the Subcommittee staff makes the
following recommendations:

* ATS must be scientifically assessed and proven to accurately identify high-risk
containers.

= CBP should come to resolution with the trade industry in its discussions of additional
data elements useful in targeting and implement plans to obtain and utilize that data,
which may include entry data submitted prior to vessel arrival.

= CBP should develop procedures to facilitate the filing of entry data prior to the arrival
of the vessel at a U.8. port.

® CBP should establish baseline performance measures to evaluate the effectiveness of
ATS as a targeting system.

» ATS rules need to be flexible and take into account findings from other high-risk
cargo examinations and intelligence, as well as local factors.

= Simulated and red-team testing must be conducted on ATS.

E. The Radiation Portal Monitor Program %

Preventing a terrorist organization from acquiring and detonating a nuclear or
radiological dispersal device in the United States is one of our nation’s top priorities. To address
this threat, CBP established the Radiation Portal Monitor Program (RPMP) in early 2002 to
deploy Radiation Portal Monitors (RPMs) in U.S. Ports of Entry (POE). CBP has successfully
deployed RPMs across the major crossings at the Northern and Southern Border, as well as at
Express Consignment Carrier Facilities, to screen incoming packages. However, deployment at
our nation’s seaports — the very location where many experts believe a terrorist may fry to
smuggle a weapon — has been stuggish at best.>’ Four and half years after the September 11th
attacks, less than 40 percent of incoming maritime containers are screened for radiation. Of
additional concern are the skyrocketing costs of this program. The cost of the RPMP has
escalated from $500 million to close to $1.5 billion, primarily due to a2 move towards a new type
of nuclear detection equipment.

To bolster the effort to detect nuclear and radiological devices, DHS established the
Domestic Nuclear Detection Office (DNDO) on April 13, 2005. The DNDO is tasked with
addressing the threat of nuclear terrorism by coordinating nuclear detection activities,
constructing a global nuclear detection architecture, and enbancing nuclear/radiological
capabilities and technologies across the Federal Government. In addition to moving towards
advanced radiation detection equipment, DNDO has sponsored research and development into
additional technologies that would improve the ability of cutrently-fielded radiation detection
equipment to distinguish between radiological sources.

% Staff is aware of the inkerent limitation of radiation d i Juip however, believes that radiation detection
properly gured, enh: our collective security against the threat of radiological or nuclear terrorism.

7 See GAO-06-389, “Combating Nuclear Smuggling: DHS Has Made Progress Deploying Radiation Detection
Equipment at U.S. Ports of Entry, but Concerns Remain,” March 2006, p. 13.
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1. Problems with RPMP
(a) Delayed Deployment

As of March 2006, DHS had deployed only 30.8 percent of the projected Radiation Portal
Monitors.® Specifically, only 740 of the required 2,405 monitors have been deployed. The
deployment is behind schedule, at some locations, by roughly 20 months.

The delays are caused by a wide array of problems including cumbersome funding
procedures, setbacks in reaching necessary agreements with the terminal operators, difficulties in
the screening of rail cars, weather, and construction problems. Some of those problems are
detailed below:

»  The funding for the RPM deployment is hampered by multiple layers of review and
CBP’s appropriations legislation requires that, prior to deployment, Congress review
a spending plan prior to the deployment.

= Seaport operators have been reticent to sign agreements to deploy RPM equipment
because they believe that the equipment will lead to more alarms and secondary
inspections, thereby impeding the flow of commerce through their ports.

» The screening of rail cars presents a challenge because the logistics of conducting a
secondary inspection may obstruct rail traffic within the port, to the point of
disrupting rail schedules throughout a broad geographic region. Such a disruption
could potentially cost the port thousands of dollars per hour in lost revenue.*
Another factor adding to the delay is that some ports do not have sufficient space to
accommodate trains for the required secondary inspections. This issue will be
magnified in the future as rail traffic is expected to double over the next 15 years with
the Department of Transportation predicting that the amount of freight transported by
rail will increase to 699 million tons by 2020,

{b) Technological Problems and Rising Costs

Currently deployed equipment is unable to distinguish between naturally occurring forms
of radiation and radiation of concern. This limitation has resulted in either a high rate of alarms
or a high detection threshold, which allows containers to continue o move through the point of
entry. These radiation portals that are able to identify radiation and cost approximately $70,000.
CBP is planning to deploy advanced portals that can distinguish between naturally occurring
radiation and radiation of concern, yet these portals cost more than four times as much as the
other portals. Due to efforts of the Subcommittee, DHS has adjusted its deployment plan and
will utilize a mix of these portals to ensure that radiation is detected, yet the costs remain
manageable.

2. Observations and Findings

To view the progress and effectiveness of the RPMP deployment, PSI staff visited the DNDO
Countermeasures Test Beds at the Port of New York/New Jersey. (See Figure 7, below) The
RPMP program has approximately 200 radiation alarms on a daily basis with the majority of the
alarms from naturally occurring radioactive materials, In 2005, CBP estimated more than
600,000 containers passed through the RPMs. The Standard Operating Procedures (SOP) for a
radiation alarm require CBP officials to take the driver’s license from the vehicle’s driver and
determine whether that individual is listed on any of the criminal databases. The SOPs also
require the CBP officials to conduct a second check of the vehicle with a radiation isotope
detector. Each step of the alarm resolution is accompanied by documentation, which is
subsequently filed, and the alarm information is entered into a master spreadsheet.

% This data was supplicd to the Subcommittee by CBP in Match 2006,

¥ See GAO-06-389, “Combating Nuclear Smuggling: DHS Has Made Progress Deploying Radiation Detection
Equipment at U.S. Ports of Entry, but Concerns Remain,” March 2006, pp. 16-17,

@ rbid, p. 17.

! Ibid., pp. 18-19.
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S i : 5
Figure 4. Trucks are passing through the RPMs located at the
entrance and exit of the Port of NY/NJ.

During an inspection of the DNDO Countermeasures test bed at the Port of New
York/New Jersey, PST staff observed an alarm resolution in progress. In that episode, a truck
had alarmed the RPM at the main entry and was then directed by the security guard to the
secondary inspection area to await the arrival of CBP officers.”* At the secondary inspection
focation, CBP officials conducted tests with a radiation isotope detector that was mounted to a
Smart Cart. PSI staff rode in the Smart Cart as it drove around the truck, using the radiation
equipment to scan the truck. (See Figure 5, below.) The results of the scan were available after

Figure 5, -Mobile RPM located at the back of the Smart Cart that is used to determine the
source of the radiation. Afier a truck alarms the RPM located at the entrance/exit to the
Port, the truck is sent o the secondary inspection area.

approximately two minutes and identified the source as low levels of Cesium-137. Based on the
manifest review, which identified the cargo as furniture with marble, and the radiation isotope
information from the Smart Cart, CBP officers determined there was no need for a physical
inspection and allowed the truck to proceed. Staff observed the CBP officers follow the
appropriate procedures and protocols prior to releasing the container.

3, San Ysidro

The Port of San Ysidro in Southern California is the busiest port of entry into the United
States for passenger vehicles and pedestrian traffic. With 24 vehicle lanes and 24-hour, seven-
days-a-week operations, San Ysidro sees massive traffic, and in Fiscal Year 2005, processed
almost 17 million passenger vehicles, more than 31 million passengers in vehicles, more than
100,000 buses, close to one million bus passengers, and more than 8.7 million pedestrians.

2 Until the permanent booth to house CBP officers is built, CBP officers at this location are notified by the security
guard and the tuck is held at the secondary inspection area until arrival of the CBP officers,
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There are RPMs deployed at each of the 24 lanes of traffic, as well as another RPM at the
secondary location. According to senior CBP personnel, even though approximately 50,000
passenger vehicles are processed daily, they incur only 10-12 alarms. These alarms are easily
resolved with the vehicles being screened again by an RPM at secondary and then scanned with a
RIID in order to identify the particular isotope. Senior CBP personnel also stated that screening
one hundred percent of the cars and buses with RPMs did not have a negative impact on the flow
of traffic.

4. Recommendations

Effectively detecting and interdicting radiological or nuclear material is critical to U.S,
homeland security efforts. As such, the Subcommittee staff makes the following recom-
mendations:

* DNDO and CBP should accelerate the deployment of RPMs.

* DNDO should ensure that the NNSA’s Megaports Initiative — which provides
radiation detection to major foreign ports — is better coordinated with CSL

= DNDO should continue testing new technology and endorse technologies equivalent
to the Hong Kong screening concept, which is described in detail below.

F. Megaports Initiative

As part of the U.S. Government’s layered strategy to secure the global supply chain and
prevent nuclear or radiological smuggling, the Department of Energy (DOE) National Nuclear
Security Administration (NNSA) program operates the Megaports Initiative, Under the auspices
of this program, radiation detection equipment is provided to major international ports. This
equipment is installed by the U.S. Government in coordination with the host government to
screen all outbound containers regardless of destination (i.e. — containers destined for the United
States as well as Asia are screened).

To date, Megaports equipment has been installed in five foreign ports: (1) Piraeus,
Greece; (2) Rotterdam, Netherlands; (3) Colombo, Sri Lanka; (4) Algeciras, Spain; and (5)
Freeport, Bahamas. The port of Antwerp, Belgium will be operational shortly as well.
Nevertheless, progress in Megaports has been slow. NNSA plans to implement Megaports at up
to 60 seaports, and given progress to date, this goal appears a bit ambitious. Concerns regarding
the impact of Radiation Portal Monitors on commerce have prevented Megaports from quickly
expanding. Additionally, the Megaports Initiative has increased its coordination with the
Container Security Initiative, yet continues to operate as a separate and distinct program.
Moreover, international agreements establishing either a CSI port or a Megaport are rarely
negotiated together. This lack of coordination may contribute to an unnecessary expenditure of
funds and resources.

1. Recommendations

Because the Megaports Initiative represents one aspect of the layered security strategy,
and is the first line of defense, the Subcommittee staff makes the following recommendation:

= The U.S. Government must enhance the coordination between CSI and Megaports.
G. Private-Sector Screening

Continuing the partnership with the private sector is critical to effective screening. Since
the announcement of the RPMP, CBP has worked with private companies — particularly, FEDEX
and UPS - to encourage these companies to screen their packages. PSI staff applauds CBP’s
efforts to create this public-private partnership. As part of iis oversight investigation, PSI
assessed the screening operations at FEDEX’s international hub at Charles De Gaulle Airport
(CDG) in Paris. This hub is responsible for processing packages originating in the Middle East,
Russia, and Northern Africa. FEDEX has implemented Radiation Portal Monitors to screen all
shipments bound for the United States, regardless of whether those shipments are transiting the
United States or if the United States is the final destination. While this operation is noteworthy
and likely of great benefit, DHS has yet to validate the performance of these portals. To ensure
that these RPMs are effective at screening for radiation and nuclear materials, staff recommends
that DHS immediately commence an evaluation of these RPMs and the other RPMS deployed by
FEDEX and UPS.
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H. One Hundred Percent Screening of Containers

As discussed in detail above, ATS, the targeting system used to discern high-risk
containers, is flawed. It is therefore crucial that U.S.-bound containers are screened effectively.
The only effective screening mechanism employs both an x-ray and a radiation scan. Only the
combination of those two scans can provide a reliable answer to the perplexing question of
“what’s in the box?” However, in Fiscal Year 2005, only 0.38 percent of containers were
screened with a non-intrusive imaging device and only 2.8 percent of containers were screened
for radiation prior to entering the United States.®® Overall, CBP screens or physically exantines
only 5.4 percent of containers with an NII machine and less than 40 percent with RPMs. When
combined with the problems in ATS, these facts expose serious vulnerabilities in our cargo
screening processes.

Figure 6. This ICIS image demonstrates the ability to view the RPM scan and
x-ray simultancously.

1. The Hong Kong Screening Concept @

While CBP screens a de minimus rate of containers, the private sector is developing
systems that will screen every single container entering a port. A promising concept in Hong
Kong - the Integrated Container Inspection System (ICIS) — demonstrates the potential to screen
up o 100 percent of containers. At two gates in the Hong Kong Intemational Terminals, each
container entering the Hong Kong port is moved through an integrated system that features a
non-intrusive image machine, a Radiation Portal Monitor, and an Optical Character Recognition
System that identifies the container. Coupling these technologies allows for the most thorough
scan currently available. Moreover, this scan does not impede the flow of commerce, and the
equipment used is equivalent to or exceeds equipment currently used in the United States.

To ensure 100 percent screening, the system is deployed at the entry gate and at the
dockside. Dockside screening ensures that transshipped containers, which are simply passing
through the Hong Kong port, are also scanned. The image generated by this scan is stored
electronically to be examined later. The scanning of all containers at the entry gate negates the
burdensome and time consuming logistics of locating and retrieving each high-risk/suspect
container from the copious stacks of containers, Rather, ICIS allows authorities to view the
image immediately and then determine if an additional image or physical inspection is necessary
to resolve an anomaly or alarm. If widely implemented, this system or equivalent technology
may allow for 100 percent of all containers to be screened upon arrival at any port. In addition,
this process would enable CBP to analyze a container in-transit and determine if an inspection is
necessary upon arrival in the United States. Moreover, if an event does occur, this system would
provide a forensics capability to investigate the incident.

© This data was supplied to the Subconvmittee by CBP in March 2006,

P8} siaff is not endersing 1CIS, but rather recognizes this promising concept that demonstrates the ability to enhance
our supply chain security by ing more i with both intrusi i and radiation d i i
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Figure 7. This picture demonstrates the ability of ICIS fo soreen
transshipped cargo,

The Hong Kong Container Terminal Operators Association (HKCTOA) has asked DHS
to evaluate the efficacy of the system as well as the potential of linking this concept to CSI
DHS responded to the HKCTOA request in November 2005, and signaled its interest in
developing policies, procedures, and response protocols to integrate ICIS into its current security
programs, HKCTOA provided data from its scans for further analysis, and DHS is presently
studying the system. However, DHS is concerned about the efficacy of the technology, the
effects on commerce requiring 100 percent screening, and more importantly, the changes ICIS
makes to the “Custorns to Customs” relationship between the United States and the CSI host
government.

Possible benefits of the Hong Kong approach include the following:

* Negotiating directly with terminal operators to install a Hong Kong-type system
would allow the U.S. Government to link together an RPM and VACIS scan. Sucha
combined scan would exceed current domestic or international scanning capabilities.
Additionally, the foreign terminal operators own their ports and can direct the
installation of RPMs. The Department of Energy Megaports program is being
confronted with considerable resistance as it aftempts to install RPMs at ports abroad.
A program similar to ICIS could ameliorate this resistance and quickly enhance the
security of the global supply chain.

*  Onpe hundred percent scanning does not require that all of the images be analyzed.
This model would simply ensure that all high-risk containers are examined overseas
and that the examination is recorded. The targeting model coyld still be utilized to
pinpoint which containers would be further examined. Moreover, technology firms
are developing technology that would automate the review of images, which may
eventually allow for the review of all containers.

* ICIS or equivalent technology could contribute to the security of global trade if an
event does occur because the infrastructure would already be in place to screen 100
percent of containers at major ports. Additionally, it would allow for post-event
analysis if an event did occur, similar to the process used following the London
bombings in July 2005. ICIS could also help the intelligence community track
proliferation and uncover global smuggling networks.

* The implementation of ICIS or similar technology could yield significant cost savings
to CBP because the majority of targeting and analysis of images could occur
remotely, thus reducing the substantial costs of stationing CBP personnel abroad
under the CSI program.

= If foreign terminals decided to purchase ICIS or equivalent technology, it could be
implemented quickly and potentially cover upwards of 80 percent of global trade,
since the majority of foreign terminals are privately owned.
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2. One Hundred Percent Screening in Russia

In July 2003, P8I staff observed examples of 100 percent screening for radiation when
conducting oversight over the Second Line of Defense program in Russia.

(a) St. Petersburg Seaport

The St. Petersburg Seaport is part of the Megaports Initiative, the program designed to
provide RPMs to foreign seaports to ensure that they screen cargo for radiation. Similar to other
global ports, this port is rapidly expanding and anticipates moving upwards of one million 20~
foot equivalent units (TEU) in 2005.%° Much of the container traffic from St. Petersburg is
shipped to European Union ports, with the largest percentage going to the Port of Rotterdam.
According to Russian Customs, all incoming and outbound containers and people are inspected
for radiation. Russian Customs permanently stores information on positive alarms, and 59 RPMs
are deployed throughout the seaport. These alarms are configured with an assortment of video
cameras to record any positive hits for radiation. Russian Customs uses a matrix to assist in
alarm resolution and receives between 10-12 alarms per day. Following a positive hit, the
suspect container is directed towards secondary inspection. Most positive alarms are resolved
within 30 to 40 minutes. Within Russian Customs, a specialized service - TKDRM — was
created in 1995 to focus on radiation and nuclear issues. Throughout Customs, there are close to
700 people in this service with eight TKDRM personnel located at the Port of St. Petersburg.

Figure 8. RPMs in Russia to screen air passengers and baggage.

(b) Pulkova Airport in 8t. Petersburg

Pulkova Airport is part of the Second Line of Defense (SLD) program, which provides
radiation detection equipment to Russia o interdict nuclear/radiological smuggling attempts. At
Pulkova Airport, every perimeter is covered with RPMs, and all cargo, people, cars, and
employees are screened for radiation. Eighty-nine positive hits were recorded in July, and each
was resolved. According to Russian Customs, this extensive screening apparatus does not hinder
the flow of commerce. Moreover, nuclear/radiation screening is mandated by the Russian
government and concerns regarding hindering the flow of comumerce are not of primary concern.
DHL, UPS, and FEDEX operate out of St. Petersburg Airport, where each company’s respective
cargo is screened with both non-intrusive imaging eguipment and a RPM. This includes cargo
on passenger jets. In addition, all general aviation cargo and baggage is screened as well as
cargo and baggage for official delegations. The RPM equipment at Pulkova was installed within
18 months of the first planning meeting. One hundred percent screening is now a reality at the
Pulkova Alrport and Subcommittee staff urges DNDO to assess this effort and glean lessons for
U.8. detection.

% A TEU is a measurement of the containerized cargo capacity of a shipping container,
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(¢) Sheremeteyevo International Airport in Moscow

Sheremeteyevo is Russia’s largest airport and is part of the SLD program. There are 100
RPMs deployed throughout the airport to screen all incoming and outgoing baggage, people,
cargo, and employees for radiation. Thirty-four of the RPMs were purchased by SLD and the
remainder by Russia. Russian Customs selectively x-rays cargo based on risk delineated by
countries of interest and other manifest information of concern. There are 12 trained nuclear
experts, all part of TKRDM, who handle nuclear and radiological associated issues at
Sheremeteyevo. The airport receives between 15 and 20 positive hits per day. Russian Customs
electronically stores information on such positive alarms for six months and keeps a paper record
of such alarms for several years. Furthermore, when an individual sets off an alarm and asserts
that he or she is undergoing radiological medical treatment, Russian Customs conduct tests to
ensure that they are not using medical treatment as an excuse for smuggling nuclear/radiological
material.

(d) Verification of Radioactive Shipments

Russian Customs verifies the contents of all declared radioactive shipments with a
handheld detector. This verification system was implemented after Russians Customs discovered
unauthorized material had been smuggled within a declared radioactive shipment. The
verification procedures include (1) weighing the package; (2) x-raying the package (to look for
any additional shielding); and (3) checking the declared shipments with a germanium handheld
detector to validate the isotope. The entire process takes a maximum of five minutes. Staff
recommends that DNDO consider implementing a similar process to assess domestic shipments
of radioactive material,

V. OTHER PROMISING TECHNOLOGY

“They're as dumb as g fence post, so we jusi want (o make them smarter.”

- Former CBP Commissioner Robert Bonner

Former Commissioner Bonner accurately described shipping containers and the difficulty
in trying to secure these containers. As discussed eatlier, securing the supply chain is made more
difficult by the fact that, as a container moves from point to point, many different companies
have to coordinate their activities in the supply chain. FEach point represents a potential
vulnerability; yet, new technology is being developed to close those vulnerabilities.

This new technology may enable companies to track a container remotely and ascertain if
that container had been opened at any point during transit. Additionally, this technology may
deter theft and ensure that the containers arrive in a timely manner. Private industry has
developed electronic seals that communicate with active radio frequency identification
technology as a way to secure and track the container.

Container Security Devices (CSD), coupled with radio frequency identification devices
(RFID), have demonstrated the potential to detect whether a container door is opened without
authorization, as well as any changes in light and temperature. Once a container has been
breached, the RFID will send that information to a central monitoring system, thereby signaling
that the container has been compromised. To accelerate the development of this technology,
CBP operates the Smart Box program to enhance the security of oceangoing containers. The
Smart Box program is designed to identify technologies and systems to provide a more secure
shipping container with the ability to minimize the potential of insertion of lethal cargo, as well
as to generate advance notification of any unauthorized opening of the containers and the
presence of lethal cargo.

CBP is also actively engaged in the evaluation of technology designed to incorporate
additional sensing capabilities with the goal of providing six-sided container security (i.e. all
sides of a container), or an Advanced Container Security Device (ACSD). CBP may require that
shippers or participants in C-TPAT utilize a RFID or a CSD.
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Vi. OTHERSECURITY RISKS
A. Trash Poses Unique Supply Chain Security Problems

A special security risk involves the importation into the United States of containers
carrying trash. Trash containers pose inherent difficulties in terms of supply chain security,
because tracing the supply chain for trash cargos with any certainty is difficult. Many different
individuals and entities create trash and contribute to trash collections, with virtually no security
measures in place to screen specific trash contributions or preclude illegal materials. This
process makes it logistically burdensome, if not prohibitively expensive, for even a trash
importer with the best intentions to understand and monitor what is being transported in
particular trash containers each day. Other cargos may be equally as dense as trash, but
importers often have better control over the specific content and origin of the supply. With other
cargos, it is often possible to trace the origin, mid-course and ending point of the journey of the
cargo, and take steps to monitor and ensure the security of the supply chain. Until a similar
system is established for the supply chain of trash importers, DHS must take additional security
precautions before allowing trash containers to enter the United States.

Since 1998, the greater Toronto, Canada, area has shipped hundreds of thousands of
containers carrying trash or municipal solid waste (MSW) across U.S. borders.*®  According to
the Department of Homeland Security (DHS) Inspector General’s office, in 2004 alone, Canada
shipped approximately 100,000 containers of trash across U.S. borders into Michigan, an eight
percent increase over 2003.  Another 10,000 containers of MSW comes through nine other
ports of entry on both the Northern and Southern borders.®

Over the past few years, there have been numerous incidents where Canadian trash
containers have brought more than just trash into the United States. For example:

= In April 2003, police in Sumpter Township, Michigan, found 50 pounds of marijuana
in a Canadian trash truck.

= In August 2003, a Canadian trailer carrying a trash container was pulled over for
being overweight. The policeman on duty, after obtaining consent from the driver
and passengers, found a blue duffel bag containing $539,200.

*  On September 24, 2003, Customs and Border Protection (CBP) agents apprehended a
trash truck driver for attempting to enter the United States with one ton of marijuana.
The approximately 2,000 pounds of illegal drugs were packed into 59 plastic bags and
hockey equipment duffel bags and constituted one of the biggest drug busts in recent
Michigan history. Law enforcement officials valued the drug’s street value at
approximately $9 million.

» In October 2002, a trash truck was leaking blood from its trailer as it crossed the
Ambassador Bridge from Canada into the United States. As the truck was unloaded
at a Waste Management Recovery station in Detroit, it became clear that medical
waste was a large percentage of the waste in the trailer.

* The DHS Inspector General has found that from 2003 to 2004 medical waste, illegal
drugs, and illegal currency have been transported into the United States in trash
containers.*®

The following photograph of an x-ray image of a container carrying Canadian trash,
taken at a Michigan border crossing, illustrates the problem. (See Figure 12) Even with an x-ray
image, it is impossible fo see the contents of the container because the trash is so dense that the
x-ray cannot penetrate it. The inability to see what is inside the container endangers national

 See “Audit of Sereening Trucks Carrying Canadian Municipal Solid Waste,” U.S. Department of Homeland Security,
Office of Inspector General, January 2006 [One page unclassified summary.}

 Ihid.
 Ibid.
 Ibid
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security, because weapons or nuclear material could be concealed and CBP border personnel
would have no effective method of detection, short of physically inspecting each and every
shipment, which is beyond current resources. It is also inherently difficult and dangerous to
physically inspect trash containers.

3 : e s
Figure 9: X-ray image of 2 Container Full of Trash

1. Cost-Benefit Analysis Weighs Against Trash lmports

The Subcommittee understands that other materials, such as concrete or bricks, pose
similar security challenges in terms of being as dense as trash when sereened with NII or RPMs.
A cost-benefit analysis of these imports, however, would likely show that products like concrete
or bricks contribute positively to the U.S. economy because their introduction into the flow of
commerce provides building materials, contributes to reasonable construction costs, and helps
create new jobs. Such materials also pose lower security risks, since, unlike trash, their supply
chains can be more easily monitored and made secure. In contrast, if CBP were to conduct a
cost-benefit analysis of trash imports, the analysis would likely show that the secwrity risk of
trash containers to the couniry and the costs associated with reducing that risk far outweigh any
economic bepefit.

2. DHS Inspector General Report

Two years ago, the security problems associated with trash containers crossing U.S.
borders without effective screening technology led Senator Levin, Senator Stabenow, and
Congressman Dingell to ask the DHS Inspector General’s office to review the effectiveness of
CBP’s screening methods. The Inspector General’s disturbing report, released in January of this
vear, in unclassified and “official use only” versions, identifies flaws and vulnerabilities
associated with current methods to screen containers entering the United States.

The DHS Inspector General noted that every passenger vehicle and truck entering the
United States at the Detroit and Port Huron ports of entry pass through RPMs and some trucks
receive an X-ray screening.m However, as noted above, trucks catrying trash containers cannot
be effectively screened with either the RPM or the x-ray technology. After a thorough
evaluation of the ports of Detroit and Port Huron, Michigan, the DHS Inspector General found:

= Improvemenis are needed in the inspection process.
» The ports vary in how they select and inspect cargo and conduct x-ray exams.
= There is no Centralized Exam Station in Michigan.

s The Commissioner of the CBP should conduct a risk analysis and develop minimum
requirements for selecting and inspecting trucks carrying Canadian trash.

The “official use only™ version of the Inspector General's report describes in greater
detail the security risks associated with trash containers entering the United States under the
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present circumstances. However, until this version of the report is released to the public, the
nature of the security concerns identified by DHS cannot be described in specific terms.

3. Recommendations
The Subcommittee staff makes the following recommendations:

»  Until CBP can ensure that the supply chain of a trash importer is secure or develops
protocols ensuring adequate inspection of individual trash containers, CBP should not
allow trash containers to enter the United States.

* At a minimum, DHS should immediately adopt the Inspector General’s
recommendation to conduct a risk analysis and develop minimum requirements for
selecting and inspecting trucks carrying Canadian trash. Until these steps are taken,
CBP should place a moratorium on allowing trash containers into the United States.

»  Congress should enact into law the provisions recently adopted by the U.S. Senate to
impose a fee on international shipments of trash to pay for a more rigorous inspection
regime to protect U.S. citizens from the security risks currently associated with trash
containers.

VII. CONCLUSION

In the four years following the September 11th attacks, America has made significant
progress in securing the global supply chain. Under the CSI program, CBP officers are now
stationed in numerous foreign ports to facilitate the inspection of high-risk containers before they
arrive at U.S. ports. More than 700 Radiation Portal Monitors have been deployed in ports all
over the world. CBP, through the C-TPAT program, is developing significant ties with private-
sector entities to enhance security of the global supply chain.

Despite these gains, much more work needs to be done. ATS, the system used to target
high-risk containers, has certain significant flaws, such as its dependence on unreliable
information. Moreover, although the central purpose of CSI is to inspect high-risk containers
before they arrive at U.S. ports, many such coniainers pass through CSI ports without any
inspection. To make matters worse, CBP cannot demonstrate that those targeted containers are
inspected upon their arrival in the United States. The deployment of radiation detection
equipment has been woefully inadequate. America must enhance these programs to secure the
global supply chain or we remain vulnerable to the Trojan Horse attack — in which terrorists or
WMD are smuggled into our ports.

To strengthen our defenses and prevent such attacks, PSI recommends the following:
A. Container Security Initiative

* The use of a specialized subset of ATS, such as in Rotterdam, must be expanded to
other CS1 ports.

* The targeting system — ATS — must be adjusted to effectively identify high-risk
containers.

= The number of inspections conducted abroad needs to increase dramatically.

= The arbitrary distinction between high-risk cargo due to narcotic smuggling and high-
risk cargo due to terrorism is difficult to identify and may demonstrate a potential
vulnerability.

* The Virtual CSI program is an innovative concept that must be expanded, especially
if coupled with the Hong Kong Screening Model or equivalent technology, which is
discussed below.

* The CSI program should focus on improving inspection rates at existing CSI ports,
prior to expanding to other ports.

* CSI targeting can be conducted domestically. CBP should readjust its staffing model
and utilize a combination of officers in-country and at the NTC.

* Standards for inspections and technology must be incorporated into the DOPs signed
by the United States and host governments to establish a CSI Port.
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B. Customs-Trade Partnership Against Terrorism

The validation process needs to be strengthened to include a review of additional
supply chains.

A revalidation strategy must be developed and validations must be conducted for each
C-TPAT member with a clear strategy and timeline for completing the validations.

CBP should work ®llab0ratively with C-TPAT members to develop self-policing
standards.

C. Automated Targeting System

ATS must be validated and proven to accurately identify high-risk containers.

ATS should incorporate additional data elements to enhance its targeting ability
including entry data.

CBP should develop procedures to facilitate the filing of entry data prior to the arrival
of the vessel at a U.S. port,

CBP should establish baseline performance measures to evaluate the effectiveness of
ATS as a targeting system.

ATS rules need to be flexible and take into account findings from other high-risk
cargo examinations and intelligence, as well as local factors.

Simulated and red-team testing must be conducted on ATS.
D. The Radiation Portal Monitor Program

DNDO and CBP should accelerate the deployment of RPMs.

DNDO should ensure that the NNSA’s Megaports Initiative ~ which provides
radiation detection to major foreign ports — is more closely linked, with CSI.

DNDO should continue testing new technology and endorse technologies equivalent
to the Hong Kong screening concept, which is described in detail below.

E. The Megaports Initiative
The U.S. Government must enhance the coordination between CSI and Megaports.
F. Other Security Risks

Until CBP can ensure that the supply chain of a trash importer is secure or develops
protocols ensuring adequate inspection of individual trash containers, CBP should not
allow trash containers to enter the United States.

At a minimum, DHS should immediately adopt the Inspector General’s
recommendation to conduct a risk analysis and develop minimum requirements for
selecting and inspecting trucks carrying Canadian trash. Until these steps are taken,
CBP should place a moratorium on allowing trash containers into the United States.

Congress should enact into law the provisions recently adopted by the U.S. Senate to
impose a fee on international shipments of trash to pay for a more rigorous inspection
regime to protect U.S. citizens from the security risks currently associated with trash
containers.
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APPENDIX A

Chairman’s Letters From the Senate Permanent Subcommittee on Investigations

February 1,2005:  Letter to Under Secretary for Border and Transportation Security
Asa Hutchinson”'

October 7, 2005: Letter to Department of Homeland Security Secretary Michael
Chertoff

December 20, 2005: Letter to Department of Homeland Security Secretary Michael
Chertoff

February 3,2006: Letter to National Nuclear Security Administration Ambassador
Linton Brooks

February 3,2006:  Letter to Acting Customs and Border Protection Commissioner Deb
Spero

February 3,2006:  Letter to Domestic Nuclear Detection Office Director Vayl Oxford

7' A copy of this letter was also sent to then-CBP Commissioner Robert Bonner.
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~  MIRORITY counsen HOMELAND SECURITY AND GOVERNMENTAL AFFAIRS

WASHINGTON, DC 20510-6250

February 1, 2005
A% S.M FACSIMILE (202/282-840

The Honorable Asa Hutchinson

Under Secretary for Border and Transportation Security
U.S. Department of Homeland Security

‘Washington, D.C. 20528 ’

Dear Mr. Hutchinson:

In light of the September 11, 2001, terrorist attacks, concern has increased that terrorists could
smuggle weapons of mass destruction (WMD), or their components and other potentially lethal
devices, in the approximately 9.7 million ocean going containers that arrive in the United States
every year. As part of its overall response to the threat of terrorism, the Department of Homeland
Security’s Bureau of Customs and Border Protection (“Customs™) began to deploy sophisticated
technology called radiation portal monitors (“RPMs") at some of our ports of entry. These RPMs
are designed to detect radiological devices and nuclear weapons. Installing such equipment at our
borders is a critical component in reducing the Nation’s vulnerability to terrorism.

Recent studies indicate that a nuclear or radiological event at a U.S. port could inflict numerous
casualties as well as result in an economic impact of greater than one trillion dollars to the U.S.
economy. Given the enormous stakes involved in the federal government’s response to nuclear
terrorism, members of the House and Senate in a bicameral and bipartisan fashion have collaborated
to review the actions taken by DHS and Customs to safeguard our country from a nuclear attack.

As you know, the deployment of RPMs began in October 2002. Customs asserted that the critical
first 3 phases of the deployment (i.e. international mail and consignment courier facilities, northern
border crossings, and 22 major ports) would be completed by March 2005, As you know, the
proposed project schedule will not be met.

On January 18, 2005, Congressional staff met with Customs to discuss a number of outstanding
issuesrelated to the deployment of RPMs, While there was productive dialog, many of the questions
and concerns posed by staff remain unanswered. These concerns are similar to those raised by a host
of major audits conducted by both the Government Accountability Office and the Office of Inspector
General for the Department of Homeland Security regarding these very efforts. While we continue
to support this important program in concept (and are prepared to offer all appropriate support), it
remains imperative that the key deficiencies associated with this effort be expeditiously addressed.
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In order for ug to fully assess the adequacy and pace of the deployment of the RPMs, please provide
the Subcommittee and the Committees listed below with the following no later than February 15,
2005:

1. Copies of all Project Execution Plans (“PEP”) for the deployment of RPMs,
including all drafts of such a report.

2. A copy of the final report on energy windowing, including all drafis of such a
report.

3. Aninventory and description of all non-intrusive devices utilized by Customs to
screen cargo containers imported into the United States.

4. All standard operating procedures related to the utilization of non-intrusive
technology to screen imported cargo containers.

5. Thenumber of cargo containers annually imported into the United States. Please
provide the total number of imported containers and delineate the number of
imported containers by the mode of transportation (i.e. rail, sea, land).

6. The number of imported cargo containers annually inspected by Customs.

7. All documents relating to “red team™ exercises utilized to test the inspections of
cargo containers imported into the United States.

Please produce copies of the documents and other information responsive to the above requests to
each individual listed below. Due to new security procedures, it is necessary to make advance
arrangement for the delivery of the documents through courier or messenger service. Please contact
the following individuals in order to obtain the procedures necessary to deliver the documents to
each requester: Raymond V. Shepherd III, Staff Director and Chief Counsel to the Permanent
Subcommittee on Investigations (“Subcommittee”), (202) 224-3721; Laura Stuber, Minority
Counsel to the Subcommittee, (202) 224-9505; Lesley Leger-Kelley, Senior Counsel to the
Committee on Homeland Security and Governmental Affairs (“Committee™), (202)224-4751; Jason
Yanussi, Minority Professional Staff Member to the Committee, (202) 224-2630; Chris Knauer,
Minority Investigator to the U.S. House Energy and Commerce Committee, (202) 226-3400; and
Eric Edwards, Legistative Director for Congresswoman Jane Harman, {202) 225-8220.
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Thank you in advance for your prompt attention to this matter.

Sincerely,
& .

0 vi— L/V]A—-\ &e}é"l o
NORM COLEMAN CARLLEVIN
Chairman Ranking Minority Member
Permanent Subcommittee on Investigations Permanent Subcommittee on Investigations
U. S. Senate U. S. Senate
SUSAN M. COLLINS JgSEPH LIEBERMAN
Chairman Ranking Minority Member
Committee on Homeland Security Committee on Homeland Security

gvernmental Affairs and Governmental Affairs
U. S. Senate

JOHN D. DINGELL iHARMAN
Ranking Minority Member Ranking Minority Member
Committee on Encrgy and Commerce Select Committee on Intelligence
U. 8. House of Representatives U. S. House of Representatives

cc: The Honorable Robert C. Bonner
Commissioner
Customs and Border Protection
U. S. Department of Homeland Security
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Congress of the United States
TWashington, DL 20510

Qctober 7, 2005

The Honorable Michael Chertoff
Secretary

Department of Homeland Security
Washington, D.C. 20528

Dear Secretary Chertoff

Over the past several years, our respective Committees have examined the methods used
by Customs and Border Protection (CBP) to target and subsequently search U.S.- bound, high-
risk shipping containers for weapons of mass destruction (WMD), counterfeit goods, stowaways,
and other forms of contraband. In addition to being used for common smuggling purposes, it is
generally recognized that seagoing containers could be used to deliver s WMD tc a U.S. port or
city. The primary tool utilized by CBP to attempt to identify high-risk containers destined for the
U.S. and target them for further examination is the Automated Targeting System (ATS).

ATS is a collection of rules that allows inspectors to target inbound containers based
upon manifest information, entry data, intelligence, and other information. Inspectors using ATS
are, in theory, able to rank containers by risk, then conduct further analysis to determine whether
a suspect container should be inspected -- either physically or by non-intrusive imaging -- before
the shipment is granted U.S. entry. As noted by CBP’s Web site:

“ATS ... 1s a system that [assists CBP] officers in identifying imports which pose
a high risk of containing narcotics or other contraband . . . The system
standardizes bill-of-lading, entry, and entry summary data received from the
Automated Commercial System (ACS) and creates integrated records called
"shipments". These shipments are then evaluated and scored by ATS, through the
use of over 300 weighted rules derived from targeting methods used by
experienced [CBP] personnel. The higher the score, the more the shipment
warrants attention.”

While we agree that ATS has value in assisting “[CBP] officers in identifying imports
which pose a high risk of containing narcotics or contraband,” we continue to question both the
degree to which this system is capable of accomplishing that task and the extent to which ATS is
increasingly relied upon as the primary tool for determining which containers
should receive an inspection.
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Throughout many foreign ports where CBP has instituted the Container Security Initiative
(CST) program, staff have observed that CBP inspectors primarily, and sometimes exclusively,
rely on the initial risk scores generated by ATS to determine which containers should be referred
to their foreign counterparts for physical examination. It remains unclear to us whether a high
ATS score realistically correlates to a finding that a container contains smuggled goods. For any
evalvation of ATS, there are a number of other key issues that should be addressed. For
example, do containers categorized as “high risk” by ATS carry more contraband (and thus
possibly a WMD) than randomly selected containers? Does CBP have evidence that statistically
validates that claim? Further, does CBP agree that the general category of contraband, whether
stowaways, drugs, undeclared, or counterfeit drugs, serves as a surrogate for WMD for purposes
of evaluating this program? If not, what variables would CBP use in this regard?

In March of 2004, the Government Accountability Office (GAO) provided testimony
regarding their concerns about this system and noted the following:

“Regarding recognized modeling practices, [CBP] has not subjected [ATS] to adequate
external peer review or testing. It has also not fully implemented a process to randomly
examine containers in order to test the targeting strategy. Without incorporating all key
elements of a risk management framework and recognized modeling practices, CBP
cannot be reasonably sure that its targeting strategy provides the best method to protect
against weapons of mass destruction entering the United States and its seaports. (See
GAO-04-557T “Homeland Security: Summary of Challenges Faced in Targeting
Oceangoing Cargo Containers for Inspection, March 31, 2004.”)

On repeated occasions, staff has queried CBP officials regarding ATS, particularly to
determine which shipments should be examined for potential WMD. We continue to question
both the veracity of the testing and whether or not ATS has received any validation from a
competent and objective authority. Moreover, we remain concerned that CBP will continue to.
rely on ATS as the primary tool for keeping dangerous goods -- including a WMD -- from
entering the United States, without some indication that ATS does significantly assist CBP as a
tested and validated risk management tool.

Given CBP’s reliance on ATS, particularly as it rapidly expands its CSI program to more
than 50 ports worldwide, we believe that it is imperative that this too! be vigorously peer
reviewed and its effectiveness for managing risk be fully measured and documented. We also
believe that this validation should be done by an objective third party entity. It is concerning that
DHS cannot document or demonstrate any objective assessment of the system’s capabilities and
inherent limitations. Due to these issues, we are requesting the following by November 1, 2005:
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1. Please convene an independent, outside panel to fully evaluate and peer review
the capabilities of the ATS system in identifying risk related to inbound shipping
containers, as well as any of its limitations as a risk management tool. This
assessment should include a review of both the rules that are used to construct
ATS scores, their reasonableness, their respective weighted scores, as well as the
information and data utilized to generate these scores. The assessment should
also measure whether increasing risk statistically correlates with actual discovered
contraband. Qur respective Committees are aware of the April 2005 Mitretek
study involving ATS. While we applaud this as a first step in gathering key
information about this system, we do not believe that this meets the intent of this
request, particularly as it does not measure or validate ATS’s effectiveness.

2. Please provide any studies, reviews, or analysis conducted by DHS, CBP, or any
of its agencies that assessed or measured the capability of the ATS system. As the
ATS score is perhaps the most relied upon method for determining which
containers should be examined, please also include any analysis that is being used
to set the degree to which CBP uses ATS as a risk management tool.

3. Please provide the information provided to CBP inspectors domestically and
abroad on the ATS system and operating procedures for determining which
inbound containers require an inspection.

We greatly appreciate your attention to this important homeland security issue, If you
have any questions regarding the matters we have raised, please contact us or have your staff
contact Christopher Knauer, Minority Investigator, U.S. House of Representatives Committee on
Energy and Commerce at (202) 226-3400; Brian White, Professional Staff, U.S. Senate
Permanent Subcommittee on Investigations, at (202) 224-3721; Kathleen Kraninger, Professional
Staff, U.S. Senate Committee on Homeland Security and Governmental Affairs, at (202) 224-
2186; Laura Stuber, Minority Counsel, U.S. Senate Permanent Subcommittee on Investigations,
at (202) 224-9579; and, Jason Yanussi, Minority Professional staff, U.S. Senate Committee on
Homeland Security and Governmental Affairs, at (202) 224-2630.

Thank you in advance for your prompt attention to this matter and for your continuing
efforts on homeland security.

NM—«-—~ &LM&—-—-:

Norm Coleman John Dingell
Chairman Ranking Member

Permanent Subcommittee on Investigations Committee on Energy and Commerce
U.S. Senate U.S. House of Representatives

in:




546

The Honorable Michael Chertoff

Page 4
7&1% MQJM w % L ; N
Susan M. Collins Carl Levin
Chairman Ranking Minority Member
Committee on Homeland Security Permanent Subcommittee on Investigations
and Governmental Affairs U.S. Senate

.S. Senate

Ranking Minority Member
Committee on Homeland Security
and Governmental Affairs

U.S. Senate

cc:  Mr Richard Skinner, Acting Inspector General
Department of Homeland Security

The Honorable David M., Walker, Comptrotler General
Government Accountability Office

The Honorable Robert C. Bonner, Commissioner
United States Customs Service
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SUSAN M. COLUNS, MAINE: CHATRMAN

'!‘Eﬂ STEVENS, ALASKA JOBEPRL UEBU‘MAN CONNECTICUT
EORGE V, VOINDVICH, QHKO CAWL LEVIN, MICHIG:
NOHM COLEMAN, MINNESOT)
TOM COBURN, DKLAHOMA OVAS K. CAHPER, be\WAREf 5
UNGOLN CHAFEE, BHODE ISUNNU MARK DAYTON, MINNESUTA: et b ~ ;; i
AOBERT . BENNETT, UTAR FIANK LAUTENSERG, NEW JERSEY n]t tatw b Enate
T, HEW MEXIGO RARK PRYDR ARKANSA! -
SR AR RCIIA ?
MICRAEL D, S0P, STAFF DIRECTOR AND CHIEE COUNSEL COMMITTEE ON.

SYCEA FECHESCHATFEN, MINGITY STAFF DIRECTOR AND GOUNSEL HOMELARD SECURITY AND GOVERNMENTAL AFFAIRS
WASHINGTON, BC 20510-5250

Decernber 20,2005

‘The Honorable Michael Chertoff:
Secretary

Departrivent of Homeland Security
Washington, D:C. 20528

Dear ‘S‘ecr‘etary. Chertoff:

Ttraveled to Hong Kong last week and tiad thie opgiortunity totheet with: the Contaitier Security
Initiative (CST) tearm as-well as representatives. of Hong Kong Customs:atithe Port of Hong Kong.
Throughout the visit, ['was happy to observe a close level of cooperationbetween Departmisht of
Homeland Secutity and Hong Kong Custors personriel, a5 well s the professionalisn amorigst
the CSI teatn, [wasalso pleased to ses that the'Bureau of Customs and Border Protection (CBP)
hay implemented many of the recommendations fronythe Permanent Subcommittee on
Investigations and Government-Accountability Office (GAQ) reports, "While vuiroversight will
-continue; the progress in'both CSkand the Custonis-Trade: Paﬁnershxp Agamst Térrotism (Ce
TPAT) deserves ininiediate regognition. 1look forward to contiuingto work collaboratively
with you.to ensure-that these programs-complete: the fransition from promising coficepts into
sustaingble security prograris;

During this:teip, 1 also toured:the Port 6t Hong Kong and discussed security with represeritatives
of Hutchmson Port Holdmgs (HPH) As the largest tetminal operiato m the world; HPH hasan

n—y to tha port or. pnor to
‘tmgsshipme_nt without im‘p ‘f commerce of operahcns of the port.. This systeny
‘enables-each onitainerto: through an mtegvated ‘system featuring'a non-intrusivesimage
‘machine (VACIS},-a Radiation Portal Monitor (RPM), and an Optical Character Recognmon
System (OCR) to-identify the container. Morgover, the equipiiEnt utilized in thissystem is
equivalent to or exceeds eqitipnient turfently used-domestically. In essence; HPH has
demonstrated that one huridred percent screening can become a reality:

Although operational protocols and processes néed to be developed, 1 bope to see the Départment
embrace thisprivate sector initiative. It i important to:note that this system is being embraced
by importers, freighit forwarders, and shipping lines as:a tool to enhance:security; Adding
another layer.of protection to supply chain security will enhance our collective hiotieland
security,
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The Honorable Michael Chertoff
Department of Homeland Security
Deceinber 20,2005

Page 2

The initial supply-chain security programs developed after September 11%, especially C-TPAT,
exemplified true public — private partnerships. In addition, C-TPAT émbedded the notion of
supply chain security in the private sector. 'While C-TPAT continues to 'grow and mature; it is
critical that DHS contintie t6 work with the private sectorand promote innovative security
coneepts. -Securing the supply chain is the foundation ofinterriational tradé ~ and it is iinportant
that DHS continue to niake progress 1o ensure global trade 15 truly secure. Tbelieve thesystem 1
observéd in Hong Kong could advance supply:chain security and demonstrate yet another
important public ~ private parinership,

In view of the work of my Subcomdittes-on supply chain security and my recent visit to Hong
Kong, please provide the DHS assessment:of this system as well as-a plan fo integrate ICIS'into
‘current security programs to the Subcommittee by January 15; 2005: Tlook forward to
continuing to work this issue Wwith you and your staff.. If you ot your staff has any questions;
pléase feel free t contatt Biian White, Professional Staff, at 202 — 2243721,

Singgrely,

Normn Coleman

‘Chaiiman

Permanent Subcomnittee on Investigations
United States Senate

NC:bw
ce: Ambassador Linton Brooks, Administrdtor; National Nuglear Security Administration
Ms. Deborat Spero, Acting Commissioner; U.S. Customs-and Border Protection.
Vayl Oxford, Director, Domestic- Nuclear Detection Office
The Honorable'Susan Colling, Chaitiian, US. Senate Committee on Homeland Security:& Governmental Affiis
TheHotlorabledoseph Lieberroan, Ranking Member, U.S, Sepate Committee on Homeland Security & Govemmental Affairs
The'H ble Peter King, Clui House-of Representatives Cominiftee-on Horiéland Seeutity
The Honorable Bennie Thorapson; Rankitig Meinber, UiS: House 6f Representatives Compmittes on Romeland Security:
‘The Honorable John Dingell, Ranking Member, 1.S. House of Representatives Committee on Energy & Commerce
M Jolin Meridith, Managing Director, Hutchinson Port Holdings:
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JOveE

MIEMAEL() HOPP, STAFE umscron momﬁmu»ssv. COMMITTEE ON )
RECHTSCH tavnstL HOMELAND SECURITY AND GOVERNMENTAL AFFAIRS

WASHINGTON; DC-20510-6250

February 3, 2006

Ambassador Linton E, Brooks:

Under Sectetary for Nuclear Sscutity

Adniinistrator, National Nuclear: Security. Administration
Department.of Energy

Forrestal Building; Room 74199

1000 Independence Avenue, S.W.

‘Washington, D€ 20585

Dear Ambassador Brooks:

Securing the homeland from Weapons of Mass Destruction (WMD) shoild be-oné 6f our
top national priorities. Accordingly, vurSubcotnmittée has closely followed the
implementation of programs to confront this threat. In preparation for oversight hearings
scheduled March 28™ and 30" to- examine éffarts to detect and interdiet a radiological or
nuclearweapon, please provide. the followitg tiotater than February 15, 2006:

L. TheNational Nuclear Secutity: Adiiinitration (NNSA) Sezond Line of Defense
(SLD) Strategic Planinelusive of the.Core programand the Megaports Initiative.

eurisht and planted deployients of Rudiation Portal Mohnitors:
(RPMS) outside of the U.S,, as'wellas thepumber and |
X in'support of thé'SLD program. Plea
RPMs funided by the United States versus the host gcvemment.

3. The NNSA positiontegardinig the Hong, Kong screening concept which:is
commonly referred to as the*Integrated Container Inspection System.”

4. - A lsvofall tiaining provided by NNSA to-state or logal agencies in'the detection
of radicactive:materials. Please. specify who conducted fhe training, the purpose
of the training, the type,and length of traifing as-well'as materials provided tothe
stateror local agencies.

5. The thres studies as referenced in the GAO reports, that were commissioned-to
better‘understand the unique challenges confronting the SLD program.

6. Answers to the following questions or requests for information with respect to the
SLD programs:

. What percentage of maritithe containers entéting the United States are
sereened for radiation?
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How many positive alarms for radiation have been recorded by RPMs
deployed abroad? ‘Of these alarms, how many ate nuisance alarms? How
many alatms have recorded threat materials?: :

‘Why are-gamma only RPMSs utilized at SLD s1tes‘? Please provide the
plan for updatmg these RPMs-as appropriate.

Has any red teaming occurred to test currently deployed RPMs? If so,
please provide the results and testing protocol.

How many personnel have been trained to use the RPMs? Please indicate
the number of available and trained personnél at.each deployment site.

A summary of the RPM maintenance and calibration schedule.

Which border sites are currently Tinked to natiohal and regional ‘cominiand
centers?

DOD has plans to 1mp1ement an.Employse Dependabllny Program‘in
‘Uzbektstan, that includes background checks v ysis; and sensitivity
f ying: e-related issues, “The

similattype of

‘What sites: uridet the SLD«Core prbgram have received anti-cotruption
training?

. Are there any instances:in-which an: employee:at.a RPM deployment site

‘was discovered to have been compromised? If 5o, please provide the
number of instances and identify the locations where the comprotiise

‘occurred,

‘Please provide the couritry-wide corruption assessments conducted by

DOE employees.in prioritizing countries to be included in the SLD-Core

program.

Please provide the staridard operafinig procedires for resolving positive
aldrms.

» Under the Megaports. Inmatwe, the NINSA installs and provides: radiation

detection equipment to countries that sign agreements with the United
States. Please provide copies of dll signed apresments;

‘With regards to the equipment currently deployed to Belarus and Turkey

as referenced in the GAO reports, whiat efforts are beingmade to ensure
that the equipment-is-being properly maintained?
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0. What is the status of the new 1mplementmg agreements to be signed
between DOE and the countries with previously installed non-DOE
equipmerit?

p. In fiscal year 2005, DOE assessed each location where gamma-only portal
motiitors wete being inairtained, Pledse prov:de a suminiary of the
assessment conducted for each location and the prioritized Tist.of which
sites:should receive upgraded equipment.

q. Please provide a listof locations where technical resources have been.
provided unider the Megaports Initiative-to complement the: Conitaiter
Security Initiative.

1. What form of information shatidg has besii conducted between the NNSA

© andhost:countries? Has thispractice of information sharing been
formalized into a writteriagreement? If so, please’provide copiés of all
such-documents,

5. ‘Whiat is the role of the Domiestic Nuclear Detection Office: (DNDO) in the

programs and efforts to install and provide radiation detection equipment
abroad?

t. Describe the relationship between the NNSA.and the DNDO,

. Whatis:the plan fori increasing participation by host:countries-and
decreasing the reliance on U.S. govemment eqiriptiient and fands?

Thank youwinadvanece far your contm ed Qoopera’uon w1th our: oversxght mvesngatlom

1 o :
SenateArmedS '.xces«Commlttee, at (2()2) 4~387l.:

Due tornew security procedures; it is necessary to'make advance atrangement for the
delivery-of documents through courfer or messenger service, Please: contact {he
aforementioned staff in order to obtain the procedures hecessary for delivery,

Sincgrely, (I , X
Norm-Coleman Carl Levin
Chairman ‘Ranking Minority Member:

Permanerit: Subcommittee on Invéstigations Permanent Subcommittee on Investigations

¢e: The Honprable Micheel Chertoff, Secretary, U.S. Department.of’ Homeland Security
The Honorable David. Walker, Comptroller General, U:S. Government Accountability Office
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WASHINGTON, DC:20510~6250

February 3, 2006

Ms. Deb Speio
- Acting Conimissioner
U.S. Customs and Border Protection
‘Departmerit of Homeland Secutity
‘Washington, DC 20229

Dear Acting Commissianer Spero:

Secirring the homeland from Weapons of Mass Deéstructis should be orie of our-top
national priorities, and 45 such, our Subcommittee has ¢losely followed the

implementation of programms fo.confront this tireat, ‘Our oversight hearig, “The

Conitaitier Secutity Initiative and Customs-Trade Partnership: Against Terrorism: Securing:
the Global Supply Chain or Trojan Hotse?” on May 26, 2005, highlighted several dreas
of'éoneetn with these proprams, Sin 1, we havenioted the improverenits/in the
Contairier Security Initiative (C81yand the Customs<Trade Partnership Against Terrorism

(C-TPAT) initiatives:

To publicize these improvements.and assess U'S: Govetiment 6ffotts to seotrs the plobal

:supply chiaing out Subcufiintittes is. lanning two oversight hearings on March28™ and

30™, In preparation for these hearings, please provide the followinginformation of the
Container Security Initiative (CSI) 1o later than Bebruary 15, 2006

1. Copiesof all weekly inspeetion reports enumerated by-cach CST port from.
Febiuaty 1, 2005 ~ February 1, 2006,

2. Theyearly expénditures for éach/CSI port,

3. Thenumber of all Customs and Border Protection (CBP):and Immigration-and
Customs Enforcemeit (ICE) éiiiployecs by port,

4. Aninventory and.description of all non-intrusive and tadiation detection devices
utilized by the host country Customs to inspect.containers bound for the United
States, Please enumerate if these devices have been fested and certified by CBP.

5. - All documents relating to “red team” exeroises utilized 10 test the inspections of
‘cargo-containers atriving from CSI ports:

6. A listofall'instances in which information provided by a:CSIteam to the host.
govetiiment resulted in'a seizure or eriminal investigation,
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7. Answers to the following questions: .

4. What percentage of maritime containers are screened with a non-intrusive
device prior to entering the United States?

b. What percentage of maritime containers are screened for radiation priorto
entering the United States?

. What procedures are-used to test the non-infrusive and radiation detection
devices used in CSIports? How often is this testing dong-and how often
dre-the devices ceitified?

oceutred at-CSI ports? Please list the result

procedures followed.

d. Howmany radiation hits
of each radiation kit and-t

¢. What percentage of containers-at CSI ports; whichiare destined for:the
1.8, are-actually opened and inspested?

, port ry. Please pro‘ fide the
statlstlcs to demonstrate that these high-risk containers are indeed
itispected upon their dfrival in the USS,

g Ofthe containers iderifified-as high-risk, what percentage of codtaingrs are
found to have conttaband?

h. Of the-containers. randomly identified for inspection, what percentage of*
dontainersiare found to have contraband?

1. Howmany séizures have resulted from the CSI ports? Pleaseprovidea.
list:perlocation.

Invaddition; pledse provide thie following information on the Customs-Trade Partniership
Against Terrotism- {C-TPAT) no laterthan February 15, 2006

1.

2

The nutiberof C-TPAT applicants.

The number of C-TPAT certified contparties (Tier 1) and benefits provided to-
these.companies including the ATS score reduction.

The number of C-TPAT validated: ‘companies (Txer 2 and benefits provided to
these companies including the ATS seore reduction.

The number:of C-TPAT validated:plus companies: (Tier'3) and benefits provided
to'these conipanies including the ATS score reduction.
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5. Adescription of the-membership process, from the initial application through the
certification-and validation process. Also, please elaborate on the validation
strategy, including the process for re-validations.

6. The number of supply chain security specialists and average grade and pay of a
supply chain security specialist.

7. Answers'to the following questions:

‘8. ‘What derogatoty informatiorn will preverita C-TPAT applicant from beirig
certified? Plesse provide a listing of the types of information that would
be considered derogatoty to an application.

b. What percentage of C-TPAT applications are denied? What is the rocess
fora C-TPAT applicarit to appeal this decision and resapply for
membership?

¢. How long niust a C-TPAT membet, which has been rerioved or
suspended fromsthe program, wait:prior to- re-applying for membership?

d. CBP revised the minimum security guidelines forimportersand'is
planning to do the same Tfor other-aspects of the supply chain, Pledse
provide the timeline for revising the: security guidelines forthe other
sectors'of C-TPAT memberskip.,

¢. What percentage of C-TPAT importers® containers ate (yzeviewed; (3)
examined with a:nen-intrusive:deyice, and/or (3) physically inspécted?
Please pmvxde infotmationiasto. -ty contrabad fo‘und durmg these
inspections.

£ How aften are security profiles of current:C-TPAT members. reviewed?

-8« Has an independent audit been conducted of thie CBP validstion process?
If yes, please prov:de the results.

h. Please provide a copy of the autoniated: +yalidation assessnient
questionnaire. Howwere the questions used in the assessment generated?
Is there a scoring system associated with this questionnaire?

i, Since the inception of C-TPAT, has CBP obsetved a reduction in the
riumber of cargo theft incidenses?

Thatk you in advance for your continiied ¢ooperation with our oversxght investigation. If
you or your staff has any questions ‘regarding this matter; please contact'us orhave your
staff contact Brian White, Professional Staff to the Majority, or Lauta iber, Coutisel to
the Mmorxty, with the Senate Permanent Subcommittee on Investigations.at (202) 224-
3721,
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Due to:new security procedures, it is necessary to make advance arrangements for the
delivery of documents through courier or messenger service. Please contact the
aforementioned staff in order to obtain the procedures necessary for delivery.

et

Norm Coleman Carl Tevin o
Chairman ‘ Ranking Minority Member
Permanent Subcommittee on Investigations Permanent Subecommittee-on Investigations

Sincegely,

cc; The Honorable Michae! Chertoff; Secretary, 1.8, Department-of Homeland Securify
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R
TOM COBURN, DRLAI

EL K. KAK& M
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FETE SOt N RGO R i e lﬁmtﬁd 5&&5 ,%Kﬂﬁtﬁ
JOHN WARNER, WRGINIA . 4
MICHAEL D; BOPP, STAFF OIRECTOR AND CHIER COUNSEL COMMITTEE ON
LOVEE-A. RECHTSCHAFFEN, MINORITY STAFF DIRECTGR AND COUNEEL HQMELAND SECUR!TY AND GOVERNMENTAL AFFA‘RS

ROBERY F. BEMNETT,

WASHINGTON; DC 20510-6250
February 3, 2006

VIA U.S. MAIL & FACSIMILE (202/772-9734)

Mr. Vayl Oxford

Ditector

Domestic Nuclear Detection Office:
Departrent of Homeland Security

245 Mutray Lane, S:W,

Washington, D.C. 20528
Dear Director Oxford:
Securing the homeland from Weapons of Mass Destruction (WMDY} should be-ane of our

top national prioritics, As such, our Subcomsittee hiay closely followed the
impleémentation of; pregrams ito confront:thig threat, In preparation for oversight hearings

scheduled March 28" and 30™ to-examine effortsto defect and interdict a radm]ogzcal ot

nyclearweapon, please provide the following itforniativnins later than February 15,
20068

1. Thedomestic Radistion Portal Motitors (RPME) deployment strategyatithe.
following border ctassing venues:

Land Borders

Sea Ports

Rail

Air Chirgo

International Mail and Express Consignment Carriers

International Passengers and Baggage

Mmoo o

2. The-current (asof T February 2006) status of déplogmesit 1o ingludé the fuitiiber of
RPMs deployed at each of the venuss detailed abbve, Pleassenumetste what
percenitage of the total venve is covered with REMs.

3. Copiesof the Memoranda of Understanding (MOUY with DHL, FedEx, UPS; and
other private sector entities-allowed to-screen for fadiation. Please provide the
audits of these deployed RPM.

4. DNDOQs- threat prioritizatior list of nuclear/radiological misterials,

5. The standard operating procedures used by CBP to examine.a shipmiet orvehicle
‘whith alaring for radiation.
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6. A summary of the test results of the cutrent and prototype next-generation RPMs
that were conducted at the Nevada Test Site (NTS)in the fall of 2005.

7. Answers to the followinhg quéstions:

a.

What is the status of the Domestfic Nuclear Detection Office (DNDO)

global strategy dnd afchitectiire for nutlear detection?

‘What p'ekrc;ént\@g‘e;; of matitime containers entering the'United States dre
screened for fadiation (inclusive of domestic:and international screening)?
Please delineate this: percentage domestically and infernationally.

. What s tha rolc of the DNDO in the programs: and efforts to install and

letection eqmpment abroad? How.does DNDO
cootdinate with sther faderal agencies such as Departmem of State,
Department of Defense, and Department.of Energy-to fulfill this function?

Describe the relationship between the DNDO.and the NRC, specifically-as
itrelates to the materials license process.

What is.the official Department.of Homeland Security- policy on, how to
utilize the ' VACIS machine for non-intrusive inspections? .
does DHS recomnyend that containers are:driven- through the VACIS or is
the VACIS:moved over the contamers‘?

Has an evaluation and operational test been conducted of the: deployed
RPMs? If so, please provide a siimimary of the restlts:

. Please provide 2 summary- of how many positive ‘valarms‘-‘for»radxahon have:

been reco 1y ¢
alarms are: nmsance::alanns and which ones have been of threat materials.

Whati 1s thie number.of persotitiel that Have béen traitied 1o use the RPMs?
ease:indicate the number-of availablesand trained: personnel at cach
déployient site.

What procedures are in place to share the results of the radiation screening
witlt other Federal agericies. as well as State and Local agencies?

Has any training been offered by DNDO to state ot locdl ageticies in the
detection of radioactive materials? If 5o, please speeify who conducted
the training, the purpose of the training, and the type and length of training
as well as the materials provided to the state ot local agenicies.
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k. Hasany red tcammg ‘been conducted of curtently deployed RPMs? If so,
please provide the results and testing protocol.

1, What dte the currentadvanced teshnologies being looked atby DNDO¥

Thank you invadvarice for your contiiued eooperation with our évérsight investigation,
We look forward to-working with youto: strengthcn ‘this vital program. If youor your
staff has any questions regarding this matter, please contact us or have your staff contact
Biian White, Piofessional Staff, with the Senate Petmatient Suboottimittes on
Investlganons, at: (202) 224-3721 ‘or Madelyn Creedon, Professional Staff with the
Senate Armed Services- Compiittes.at (202) 224-3871,

Due to new-security procedures, it iy necessary to make advance arrangements for the
delivery of documents through courier or messenger service. Please conitact the
aforementioned staff in order to obtain the procedures necessary for delivery.

Norm Coleman Carl Levin
‘Ghaitmari Ranking Minority Member
Permanent Subcommittee on mvestzganons Permanent:Subcommittee on Investxgatxons

ce: The Honorable:Michag! Cliertoff, Secretary, U,8. Departorentiof Homeland Security
Ms. Deb Spgro, Acting Commissioner; U toms-and Border Protection
The Honorable David Walker, Comptroller General, U5 G vernment Accouritability Office
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APPENDIX B

List of CSI ports as of March 9, 2006 &

In the Americas:

Montreal, Vancouver & Halifax, Canada
Santos, Brazil

Buenos Aires, Argentina

Cortes, Honduras

In Europe:

® ¢ 5 ¢ 8 ¢ s s e .

Rotterdam, The Netherlands

Bremerhaven & Hamburg, Germany

Antwerp and Zeebrugge, Belgium

Le Havre and Marseille, France

Gothenburg, Sweden

La Spezia, Genoa, Naples, Gioia Tauro, and Livorno, Italy

Felixstowe, Liverpool, Thamesport, Tilbury, and Southampton, United Kingdom (U.K.)
Piracus, Greece

Algeciras, Spain

Lisbon, Portugal

In Asia and the East:

® 8 ¢ 2 e e & s s e 0

Singapore

Yokohama, Tokyo, Nagoya and Kobe, Japan
Hong Kong

Pusan, South Korea

Port Klang and Tanjung Pelepas, Malaysia
Laem Chabang, Thailand

Dubai, United Arab Emirates (UAE)
Shenzhen and Shanghai

Kaohsiung

Colombo, Sri Lanka

Port Salalah, Oman

In Africa:

Durban, South Africa

7 See CBP website, hitp://ebp.govixp/egov/border_security/international_activi 1s_in_csiyml,

March 15, 2006. The Port of Cones, Honduras became the 44 CSI port on March 235, 2006. See CBP website,
htp:iwww.chp, govixp press_rel: 03252006.xml, accessed March 27, 2006.

-54 -
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APPENDIX C

Foreign Oversight Trips by

the Senate Permanent Subcommittee on Investigations

DATE

SITE OF INSPECTION

August 18-22, 2003:

Port of Hamburg, and Port of Bremerhaven, Germany

August 7-14, 2004:

Port of Hong Kong, Special Administrative Region of China
Port of Singapore, Singapore
Port Klang, Malaysia

December 6-11, 2004:

Port of Felixstowe, United Kingdom
Port of Le Havre, France

Port of Rotterdam, The Netherlands

July 21-28, 2005:

St. Petersburg and Moscow, Russia

August 23-30, 2005:

Port of Tokyo, Japan
Port of Hong Kong, Special Administrative Region of China
Port of Shenzen, China

Port of Shanghai, China

December 9-13, 2005:

Port of Hong Kong, Special Administrative Region of China

255
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APPENDIX D

Domestic Oversight Trips by

the Senate Permanent Subcommittee on Investigations

DATE

SITE OF INSPECTION

July 8-9, 2004:

FEDEX Facility, Memphis, Tennessee

February 23-25, 2005:

Port of Los Angeles and Port of Long Beach, California

April 7, 2005: Port of Norfolk, Virginia
Port of Chicago, Illinois
September 28, 2005: JFK Mail Facility, New York

February 16, 2006:

Port of Newark, New Jersey

February 22 — 23, 2006:

Port of San Ysidro, California






